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DISCLAIMER

The minutes of the Council meeting held to discuss these minutes should be read to
ascertain the decision of the Council.

In certain circumstances members of the public are not entitled to inspect material,
which in the opinion of the Chief Executive Officer is confidential, and relates to a
meeting or a part of a meeting that is likely to be closed to members of the public.

No responsibility whatsoever is implied or accepted by the Shire of Northam for any
act, omission, statement or intimation occurring during Council or Com
meetings.

The Shire of Northam disclaims any liability for any loss whatsoevefand h ver
caused arising out of reliance by any person or legal entity on h

omission or statement of intimation occurring during Counci
meetings.

Any person or legal entity who acts or fails to act in telion
act or omission made in a Council or Committee ‘
legal entity’s own risk.

In particular and without derogating in a N e broad disclaimer above, in
any discussion regarding any planning dpplicgtion'er application for a licence, any
statement or intimation of approval d any member or Officer of the Shire of

Northam during the course of any mee Isipot intended to be and is not taken as
notice of approval from the Shir

any statement,
s so at that person’s or

e who has any application lodged with the
Shire of Northam must obt should only rely on WRITTEN CONFIRMATION of the

outcome of the appli o)

e express permission of the copyright owner(s) should be
ir reproduction. It should be noted that copyright owners are

infringement.
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1 DECLARATION OF OPENING

The Chief Executive Officer, Debbie Terelinck declared the meeting open at
11.07am

2 ELECTION OF PRESIDING & DEPUTY PRESIDING MEMBER

The Chief Executive Officer called for nominations for the role of Presiding
Member.

One nomination was received by Cr Julie Wiliams. There bei
nominations, the Chief Executive Officer declared Cr Willi
Presiding Member of the Community Safety Committee

Cr Williams called for nominations for the role of Deputy iding Member.

One nomination was received by Cr Attila Mencsh e being no further
nominations, Cr Williams declared Cr Mencsh s Deputy Presiding
Member of the Community Safety Committ

3 ACKNOWLEDGEMENT OF COUNTRY \

Cr Williams invited Shire Delegate & BgpUy Presiding Member, Cr Mencshelyi
to give an acknowledgemen .

The Shire of Northam walild likeo dcknowledge the Traditional Owners of the
land on which we megt,the Ballérdong and Whadjuk people of the Nyoongar

nation and pay oufrespe O Elders, past present and emerging.

4 ATTEND

Cr Julie Williams

Shire of Northam Delegate Cr Aftila Mencshelyi
Northam Police Station SSGT Martin Glynn
Northam Roadwise Committee Cliff Simpson
Department of Education Amanda Marshall
DLGC Emma Draper
Youth Agency Representative — PCYC Jane Atterby
Chamber Of Commerce Theresa Lee
Community Representative Elizabeth Hoek

Committee Ex — Officio Members
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Chief Executive Officer Debbie Terelinck
Manager Community Development & Tourism Jaime Hawkins
Senior Ranger Kelle Walters
Department of Communities — Housing Authority Christine Frank

Staff:

Acting Executive Manager Community Services David Emery
Community Development Administration Officer Alison Quin
Executive Manager Corporate Service Colin Young
Business Solutions Coordinator Kunal Sarm

Guests:

WA Country Health Service - Wheatbelt Daniélle Ma gart
WA Police Force — Wheatbelt District Office S tin &Slynn
WA Police Force — Wheatbelt District Office G nashall

42 APOLOGIES

APOLOGIES Q
Department of Education \ Sharon Bray
Holyoake Jesicca Daniels
Local Drug Action Group Rose Power

istri f SSGT Kim Mead
i rotection & Kirsten Arthur

WA Police Force — Wheatbelt
Department of Communities
Family Support

Bridgeley Church of Chri Kym Edwards

Northam Police Stati SSGT Ross Eastman
Wundowie Police $fation SGT Aaron Honey
43 APPRO L ABSENCE

Nil.

4.4 BSE

WA Country Health Shani Toki
Nyoongar Cultural Representative Elizabeth Benning
WA Police Force — Wheatbelt Office Shayne Price
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5 DISCLOSURE OF INTERESTS
Item Name Item Name Type of Nature of Interest
No. Interest
Nomination for 7.1 Elizabeth Hoek Impartiality | Mrs Hoek nominated
Community for the position of
Representatives on Community
the Community Safety Representative.

Committee

6

6.1

MEETING HELD 15 AUGUST 2023

CONFIRMATION OF MINUTES

CONFIRMATION OF MINUTES FROM THE COMMUNITY@;MITTEE

COMMITTEE DECISION
Minute No: CSC.109

Moved: Elizabeth Hoek
Seconded: Jane Atterby

\Q§

Committee meeting held on

For: Cr J Williames,

:
Draper, J Attery,

Against:

Page | 6 of 128

That the minutes of the Communit
Tuesday 15 August 2023 be s a true and correct record of that
meeting.

O CARRIED 9/0

A Mamncshelyi, SSGT M Glynn, C Simpson, A Marshall, E
ee, oek.

B, . -
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7 COMMITTEE REPORTS

7.1  Nominations for Community Representatives on the Community Safety

Committee
File Reference: 1.3.12.1
Reporting Officer: Jaime Hawkins (Manager Community
Development & Tourism)
Responsible Officer: David Emery (Acting Executive Manage

Community Services)

Officer Declaration of | {custom-field-interest-do-not-remoy.
Interest:
Voting Requirement: Simple Majority
Press release to be No

issued:

BRIEF

To confirm the nominations received for f jon of Community
Representative on the Community Saféty C ee.

ATTACHMENTS

{attachment-list-do-not-remov

A. BACKGROUND T

At the Special ing offCouncil held 25 October 2023, Council resolved
that:
1. Ina with Section 5.8 of the Local Government Act 1995

es the Community Safety Committee and endorse the Terms
e as provided in Attachment 7.5.1; and
2. accordance with Section 5.9 and 5.10(1)(a) of the Local
nment Act 1995, appointed the following Elected Members, Staff
and Other Persons to the Community Safety Committee:

Voting Members:

e Two (2) Elected Member:

e CrJE G Wiliams

e Cr A J Mencshelyi
Officer In Charge of the Northam Police Station or nominated
representative;
Officer In Charge of the Wundowie Police Station or nominated
representative;
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One (1) representative of the Northam Roadwise Committee;
One (1) representative of the Local Drug Action Group;

One (1) representative of the Northam Chamber of Commerce;
One (1) representative of the Department of Education;

One (1) representative of the Department of Local Government,
Sport and Cultural Industries;

One (1) representative of Holyoake;

One (1) representative of the local youth services

One (1) representative of the Nyoongar Cultural Advisory
Committee;

Up to two (2) community representatives.

Calls for nominations for community representatives were lishe he
Shire of Northam website, social media and distributed vi Il ngtworks.
The nomination period was open for two weeks.

B. CONSIDERATIONS
B.1 Strategic Community / CorporatefBu ss Plan
Performance Area: People.

Outcome 1: A safe community.
Objective 1.1: Play our role in g a safe and crime free
Performance Area:

community.

Priority Action: Nil.

Outcome 1: A sa % y.

Objective 1.2: Provide @@€essible and safe public spaces.
Priority Action#Nil.

B.2 Fi ial¥%, Resource Implications
Nil.

Legislative Compliance
TheyCo unity Safety Committee is established in accordance with
Section 5.8 of the Local Government Act 1995.
B.4 Policy Implications
Nil.
B.5 Stakeholder Engagement / Consultation

The call for nominations for community representatives on the Community
Safety Committee was advertised via social media, the Shire of Northam
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website and via email through community networks from 31 October
2023.

B.6 Risk Implications
Refer to Risk Matrix here.

Risk Description Rating Mitigation Action
Category (likelihood x
consequence)

Financial N/A N/A
Health & N/A N/A
Safety
Reputation | That the selected Unlikely (2) x

representatives Minor (2) +

cause damage to | Low (4)
the reputation of
the Community
Safety Committee

Service N/A N/A
Interruption

Compliance | N/A N/A
Property N/A N/A
Environment | N/A N/A

B.7 Natural Environment

Nil.

C. OFFICER'S COM

One nominati
vacancy for a
will contin

srecelved by Mrs Elizabeth Hoek. This leaves one
y Representative on this Committee and the Shire
nominations as appropriate.


https://au.promapp.com/shireofnortham/Documents/Minimode/Permalink?crypto=ENgcaOAod0uO7vigppoMWU
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COMMITTEE DECISION
Minute No: CSC.110

Moved: Attila Mencshelyi
Seconded: Emma Frank

That Community Safety Committee accepts the nomination of Mrs Elizabeth

Hoek as a Community Representative on the Shire of Northam Community
Safety Committee. w
For: Cr J Williams, Cr A Mencshelyi, SSGT M Glynn, C Simgsgn. rshall,

E Draper, J Atterby, T Lee, E Hoek.
Against: Nil
DISCUSSION
Manger Community Development ou Jclme Hawkins received an
additional nomination prior to thetpeatifg from Ms Mudmee Vigar. The
nomination will be followed up with r as the form submitted was for a

different Committee.

Page | 10.0f 128 B, " -
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Committee of Council Nomination Form

1. Complete your contact details:
Title: Mrs
First Name: Elizabeth Surname: Hoek

2. Which Committee do you wish to nominate for:
SHIRE OF NORTHAM COMMUNITY SAFETY COMMITTEE

3. Have you previously been a member of this Committee or another
Committee of Council?
Yes | have been a member of this committee up to the 2023 LGA electio

4. Tell us why you would like to join this Committee and what mak ou
good candidate?

| have been on this committee for the past 2 years and feel th morgfto
contribute. | have had a great deal of experience with dealin unity
maftters and have been on boards & committtees at all nment and

know the responsibilities and duties of committees of LG
I have observed that there are many concerns in Ne

Day.

| take my committee pQ
community.

Since purchasi
negative acti
approach an

of any other community or cultural organisation? E.g.
ion, Historical Society. If so please list your membership

* AvoRlValley Arts Society - Committee member
* Avopavale Primary School P&C Association - member
vale Primary School's, School Council - Chairperson
* Dept Education, Leadership Institutes, Boards & Councils Advisory Group 2023 -
member by invitation

Page | 11 of 128
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Kellee Walters entered meeting at 11.17am

7.2 Public CC1V

File Reference: 1.3.12.1
Reporting Officer: Kunal Sarma (Business Systems Coordinator)
Responsible Officer: Colin Young (Executive Manager Corporate
Services)
Officer Declaration of | Nil
Interest:
Voting Requirement: Simple Majority
Press release to be No
issued:
BRIEF
To provide the Committee with an update on t omes of the
independent audit of the public CCTV infras U rtaken by CCD-

Alliance in 2022.

This report also seeks the Committee'slSupportdior the recommendations from
the CCTV audit incorporating the po rategy and operational guidelines.

ATTACHMENTS

{attachment-list-do-not- @

A. BACKGROUND/ DETAILS

The Shire appoin Independent consultancy to audit the existing CCTV
infrastruct it report is being utilised for seeking grant funds to
improve ire’'s CCTV infrastructure.

The c ts conducted interviews with selected stakeholders, obtained
feedbalCkreviewed specific Shire areas, reviewed existing IT infrastructure,
network connectivity, and documentation reviews.

The audit identified:

e The existing public CCTV infrastructure is on Point-to-Point wireless
network link which has limitations in terms of scalability, with the current
load, it is recommended to be reduced.

e The existing cameras and lighting capabilities are not adequate to
capture both day and night events.
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e The need for License Plate Recognition (LPR) cameras in certain areas
was identified as requirements through stakeholder engagement.
e Consideration to further expand the CCTV presence across the Shire.
e Implementation of governance including the review of:
o Video Surveillance Policy
o CCTV Strategy
o Operational Guidelines.
e Lack of comprehensive and structured approach, limited system
visibility and security.

B. CONSIDERATIONS

B.1 Strategic Community / Corporate Business Plan %Q
i e

Performance Area: People.
Outcome 1: A safe community.

Objective 1.1: Play our role in promoting a safe and
community.

Priority Action: Nil.

Performance Area: People.

Outcome 1: A safe community. \

Objective 1.2: Provide accessiblefon feublic spaces.

Priority Action: Nil.

B.2 Financial / Resource 3

It is proposed to seek ga@jjocation of $50,000 through the Shire’s 2023/24
budget review proces G ence implementation of the
recommendatio

B.3 Legislative Compliance

C iCes Act 1998 (WA) (the ‘Act’) regulates the use of
ices in Western Australia. It also restricts the

nd publication of information obtained through
evices.

responsibility of the Shire to plan and implement strategies to address
crime & safety within the Shire of Northam.

B.4 Policy Implications
To develop and adopt the Shire of Northam Video Surveillance (VS) Policy
as proposed on page 13 of the audit report.

B.5 Stakeholder Engagement / Consultation

Consultations were conducted between CCD-Alliance and the following
agencies: local Police and Shire of Northam staff.
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B.6 Risk Implications
Refer to Risk Matrix here.

Risk Description Rating Mitigation Action
Category (likelihood x
consequence)

Financial Needs additional Almost certain | Shire officers to
funding through (5) x actively pursue
external grants Insignificant external funding

(1) = ne
Moderate (5)

Health & Lack of CCTV poses | Possible (3) x

Safety arisk to the Minor (3) =
communities' Moderate (6)
perception of
safety

Reputation | Lack of CCTV is Possible ( prove the
damaging to the Ming CTV network,
reputation of the Ma have better
Council cameras and

lighting set up.

Service N/A N/A

Interruption

Compliance | N/A N/A

Property N/A N/A

Environment | N/A N/A

B.7 Natural Envi

Nil.

C. OFFIC

i

ENT

ort enables the Shire of Northam to apply for grant funding
the public CCTV camera infrastructure which will assist local
Identifying and preventing crimes and incidents.

The Following staged Strategy is outlined on pages 41 of the CCTV Audit.

Stage 1

Reduce bandwidth load on existing PTP link for video capture

and streaming by running Fibre Opftic & power reticulation
where practicable including running Fibre from Northam Rec
Centre to the McDonalds CCTV pole across the Oval and

Page | 14 of 128
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running Fibre from the Visitor Centre to Bernard Park CCTV,
Bridge CCTV cameras and Sound Shell Pole.

¢ Introduce a couple of mobile trailer CCTV cameras to the
network for events and check hotspots areas.

e Improve lighting conditions to better utilization of existing
cameras.

Stage 2:

¢ In this we plan to look intfo the physical CCTV cameras in place
and improve them through upgrading with new camera
hardware and repurpose the existing ones which are fit fo
purpose. In a few areas where required we can add A
cameras to capture vehicle details.

Stage 3 & 4:

e Here we investigate including new camer
priority areas being identified during the &

engagement meeting. Including expagsio the'Current
System. \

COMMITTEE DECISION

Minute No: CSC.111

That the Commu afe mittee endorse the following

recommendations beindlpresented to Council:

CTVWAudit Report incorporating the CCTV Strategy,
Operational Guidelines as presented.

ouncil consider an allocation of $50,000 at the 2023/24

view to commence the implementation of the CCTV Audit

eillance Policy for the Shire of Northam.

Moved: Theresa Lee
Seconded: Attila Mencshelyi

Carried: 9/0

Page | 15 of 128 By, . -
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For: Cr J Williams, Cr A Mencshelyi, SSGT M Glynn, C Simpson,
A Marshall, E Draper, J Atterby, T Lee, E Hoek.

Against: Nil

DISCUSSION

Northam Police representative SSGT Martin Glynn praised the very detailed
plan, stating that CCTV is very beneficial with 86% offences solved with CCTV.
Mobile CCTV provides the ability o monitor offences as they deve

Previous Christmas event would have been supported by this.

SSGT Glynn, inquired about whether there is a Memorandugh of

Understanding between the Shire of Northam and Police. BxegUtiv
Manager Corporate Services, Mr Colin Young informe
Committee members that there is not, and Police had p
said they would look at providing some examples
in place. SSGT Glynn agreed that he will sourc dum of
Understanding.

The Executive Manager Corporate Ser es\N that mobile CCTV was
recommended by Police and Rangef SeryeesWithout grant funding it is a
stretch on the Council budget to i
locations came from conversation
came from Police and comm
The Chief Executive Offige ned Committee members that in her
previous experience in o gal governments, mobile CCTV set up where

Police have directgccess e footage is successful.

nt. He explained that the selected
T Ross Eastman. Location priorities
ing the Youth Park.

Northam Polic&gepresenfative, SSGT Martin Glynn further suggested
i round Northam for identifying people at

helpful. He applauds the Shire of Northam for
space and offered that Police are happy to

Presiding Member, Cr Julie Wiliams, asked if the lighting will be
picked up during the lighting audit. Manager Community
Development & Tourism advised it will.
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Copyright

The Intellectual Property contained in this document is the property of CCD-Alliance ©
2019. This includes the Appendices that were produced as part of this submission.

The document is not to be divulged to any other party, consultants etc. without the express
permission of CCD-Alliance.

Preparation of Document

Revision Date issued Description Prepared Checked oved
Rev 1 13/08/22 Draft BKC AJB (04
Rev 1.1 19/08/22 Draft AJB

Rev 1.2 07/11/22 Draft AJB
Rev 2 10/08/23 Final
Rev 3 20/09/23 Final
Rev 4 10/10/23 Final

3|Page
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1. Introduction

This report comprises the response to the project for the development of a Video Surveillance (VS)
Strategy, Policy and Operational Guidelines for the Shire of Northam (SoN).

The project has been undertaken by CCD-Alliance. The report has been compiled in a manner to
simplify the verification of the items included in the CCD-Alliance submission.

The report has been constructed so that large elements of text and images relevant to deliverables
and/or data to display issues identified have been incorporated as Appendices. Where this occurs
in the document, the details are explained.

2. Methodology

The methodology employed to develop the SoN'’s Video Surveillance rategy, Policy and
Operational Guidelines comprised three stages. These are:
1. Information collection from selected stakeholders, review

of existing systems and associated infrastructure;

2. Correlation of collected information; and the

3. Development of a Draft Video Surveillal
Guidelines.

ec location, review

Strategy, and Operational

2.1 Information collection andfrevie xiSting infrastructure

During the information collection
processes, equipment perfor

phase, we have also assessed the existing SoN
d systems configuration.

This has comprised of eps:
1. Internal angds€ keholder interviews;
2. Walk thr; e specific areas of the SoN
3. Obtainin ¢from specmc stakeholders in relatlon to:

ent review (in the form of a Desktop Audit) encompassing archived
eo Surveillance (VS) System imagery to determine performance and ability
of installed hardware (imaging devices and recorders) to deliver acceptable
performance outcomes.
5. Review of available information relating to IT infrastructure:
a. IT connectivity;
b. Network schematics: and
c. Communications infrastructure and transmission media.
6. Documentation:

a. Review of current Security Policies and/or Procedures used for procurement
of Video Surveillance (VS) systems and associated infrastructure/devices —
Not Available.

b. Review of available site incident details and WAPOL crime statistics — from
CSCPP;

7|Page
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c. Review of Current Procurement Documentation;

d. Review of existing specifications or tender documentation containing
installation and maintenance requirements;

e. Review of job completion and commissioning documentation;

f. Review of internal documentation requesting Video Surveillance (VS)
infrastructure for installation; and

g. Copies of existing inspection and test records for each site — Not Available.
h. Procedures for After Hours Callouts — Not Available

i. Complaint Handling Procedure for Video Surveillance (VS) Sy;
Applications — Not Available

2.2 Correlation of Collected Information

The information collected above, where the information is av.
analysed and cross referenced, and subsequently distille
information required is contained in the following sections,
for the development of the Draft Policy, Strategy al

The observations, assumptions and recomm e based on information

od of gathering information is NOT to attribute
ather to attribute outcomes to the group.

rmationfinderpins the development of the following:
eillance (VS) Policy — This a guiding document that is available for
isplay and defines the intention for deployment of Video Surveillance (VS)
ts within the SoN and how it will be achieved. The Policy includes, but is not
limited to the headings nominated, with the scope of works.
. Video Surveillance (VS) System Strategy — This document assesses the current
status of the selected Video Surveillance (VS) System solution at the SoN and
plots a pathway for the solution to move forward in a manner that:
a. Optimises the value of the existing infrastructure;
b. Provides a methodology to incorporate all the current Video Surveillance
(VS) assets, as part of a Shire wide Video Surveillance (VS) solution; and
c. Defines a method of procurement to optimise value of the investment
Video Surveillance (VS) System assets.
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2.4  Video Surveillance (VS) Operational Guidelines

This is a compilation of documents that address:

1. Requests for visual data;
2. Use of Video Surveillance (VS) equipment;
3. Storage and retention/disposal of data including:

a. Storage of data; and
b. Retention times and disposal of data.
4. Complaints regarding the SoN’s Video Surveillance (VS) assets, including:
a. Registering a complaint; and
b. Dealing with a complaint.

2.5 Additional technical analysis

To achieve the outcomes of items 2.1 to 2.4 above required a
of the existing technology solution. The analysis included:

the vision.
2. A review of the vision
should be noted

s had vision supplied with motion as
iew. The analysis includes screen shots of the

his commission to develop a Video Surveillance (VS) Strategy for the SoN, there
was apeedito understand the context of safety and security within the Shire. To achieve this
required us to collect data, which is summarised further within this report.

Interview/Reviews conducted
As part of gathering the data to clarify this understanding, the following external
organisations and/or areas of the Shire were interviewed and/or reviewed. These included:
1. Western Australian Police (SoN);
2. Shire of Northam CEO, IT Manager/Department;
3. Local Police representatives: Confidential;
4. Northam — Internal and External Stakeholders;
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. Michelle Blackhurst
. Colin Young
Jo Metcalf
Muhammad Igbal
. Robert Beardsmore
f. Shane Moorehead
5. Brief review of the Northam Townsite; and
6. Brief review of Recreation Centre.

® o0 oTE

3.1 Context of the information gathered

The data and information gathered from the stakeholders intervj

context that informs aspects of the development of the Video
Policy and Strategy. These aspects include:

1) The threats/crimes that can impact on the safety an

a) SoN'’s assets, which include:

if) Human capital — People who wo i
iii) Physical assets — Buildings @
SoN in performing their functions’a

belong to the SoN,;
iv) Physical assets

tc. that are used by the
al Government and which

to support the community;

hat operate within the SoN;
perate within the SoN;

3.2 Summary of observations discussed with WAPOL

L e are interested in progressing the Video Surveillance (VS) System
ategy and developing a technical solution that will allow the State to consider
of strategic vision from the SoN at some time in the future. The connectivity
and method of gaining this vision has yet to be agreed between WAPOL and
the SoN;

2) When Imagery is available, a large proportion of the prosecutions that are being
made by WAPOL within the SoN Shire are as a direct result of available Video
Surveillance (VS) System recorded imagery. This is gathered from both the SoN
infrastructure located in the Northam Police Station and other private and/or
commercial sources;

3) The quality of the imagery impacts on the ability to prosecute and/or the success
of the prosecution;

4) The SoN provides WAPOL with requested vision for incidents that occurred
under the view of SoN cameras promptly and efficiently.
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Because of the time taken to extract information from the existing system, the
data is usually provided via localised recording onto Police mobiles and then
Direct upload to WAPOL Evidence Portal or on a thumb drive;

5) The quality of vision obtained from the SoN cameras depends on:

a) The facility in question;

b) The lens setting and/or camera operation in question at the Site/within the
facility;

¢) Available Scene lllumination; and

d) The time of day.

6) The night vision available is rarely, if ever, satisfactory to assist in
crimes;

7) A significant number of criminal acts (by number) occur after
commercial centres within the Shire CBD and Locality (i.e
Sound Shell Area, Service Station, Skate Park etc.) an
daylight hours, however the usefulness of the imag
quality vision at particularly night would be of signific
of crimes and anti-social behaviour;

icant issues with drugs /

alcohol, and other Antisocial Behavio impact on the good order of

the Shire;
3.3 Summary of Observatio i older Groups
1) The Shire of Northam a larly interested in ensuring the Video

Surveillance (VS
ice Force for both proactive and investigative

PR Text streams to be processed by Police Central
form situational awareness across the Shire and internal to

ility to facilitate post event investigation for both the town centre
ternal to Shire facilities; and

a mining and utilisation information to allow analysis of traffic flow,
occupancy, pedestrian engagement and hotspot analysis.

2) Groups programs
The Shire of Northam promote social engagement throughout the area with
periodic attractions in addition to initiatives to activate social areas within the
town centre. There is a strong desire to leverage the Video Surveillance (VS)
imaging to allow analysis of traffic and pedestrian activity in and around these
areas.

3) Social centres
As a larger regional centre, the Shire of Northam attracts ongoing community
participation in both continuous and seasonal activities. Monitoring and analysis
of these areas and associated activities will allow the Shire to better focus and
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target resourcing and marketing, along with keeping the local Police informed as
to activities to increase efficiency in local law enforcement.

4) Social groups staff and volunteers;
The facilities across the Shire of Northam are managed by a cross section of the
community ranging from dedicated staff through to organised volunteers. This
presents challenges in the management of Video Surveillance (VS) from a
regulatory and oversight perspective where footage is used for both live
situational awareness and incident management as it requires expos

of the control strategy.

5) There is no known ongoing interaction between social ps \ safety
and security staff, nor with WAPOL.

6) Social groups tend not to interact with each other. Th ibit
communications and interaction, that has the it and mitigate threats
that can apply to all groups.

7) There has never been a threat, vulng d risk'@ssessment completed in
relation to any of the townsite’s previ nisYsia keystone item both within the
CSCPP and the new Australia or Video Surveillance for use in

sive use of the installed cameras when they are

8) The WA Police Force mak
i e with the SoN Video Surveillance (VS) system,

functioning. As the pri
as a stakeholder

eliability issues they were often difficult or impossible to

aS a result provided little value to the system as a whole.

of reliability of the PTZ cameras and views often have the Police

ting to use digital zoom on cameras that provide insufficient native

tion to achieve a usable outcome and result in reduced effectiveness
or the operator.

) The lack of maintenance coupled with the solar power system on several
existing poles ensured those cameras dropped offline frequently on days
with limited solar input. Additionally, the increased load at night provided
by the internal IR illumination ensured the cameras dropped out soon after
nightfall.

d) Several cameras demonstrated issues with high ambient temperatures
and would cease to function.

e) The distributed imaging network with centralised recording ensured that
any transient wireless networks issues (such as those experienced with
heavy inclement weather) ensured that no useful images are recorded
from the affected cameras.
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f) The placement and configuration of most of the cameras is such that
they provided limited value for any investigation as there is no way to
positively identify a person/persons or vehicles in or passing through an
area.

g) The ability to capture and identify vehicles (make, model, colour) and
number plates (preferably with an automated recognition system) would
be of significant value in addressing some of the drug and alcohol
related community incidents.

4. Video Surveillance (VS) Policy

The following is a draft Video Surveillance (VS) Policy utilising the he
provided as part of the Proposal.

The Policy will need to be endorsed by the SoN for deployment, we st, On to the SoN
web site, and where possible, displayed in all buildings and ts Where SoN Video
Surveillance (VS) systems are to be deployed.

In populating the clauses, headings provided as p
could significantly enhance the Policy by addin@ielau
deploys Video Surveillance (VS). These h beendinclu

al, we believe that the SoN
on why and how the SoN uses and
in the Draft Policy (Overleaf).

It is recommended that the Video Suryei
on a single A4 page.

S) Policy is no larger than can be displayed

Shire of Northam VIDE LANCE (VS)Policy

, operate, and manage their Video Surveillance (VS)

e recorded vision to assist in investigations by the SoN and/or relevant
vernment Authorities in the solution of committed crimes or anti-social acts.

The systems deployed by the SoN will be undertaken in accordance with the SoN’s’ Video
Surveillance (VS) Strategy.

3. All the SoN’s Video Surveillance (VS) solutions shall be the responsibility of the Chief
Executive Officer. The CEO shall delegate responsibilities for the development and
implementation of all Video Surveillance (VS) assets, including the strategies that guide
their deployment and the corporate governance that controls their operation and
maintenance.
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4.

. Only the SoN’s operat

The SoN’s management and staff will operate and manage the Video Surveillance
(VS) solution in strict accordance with this Policy. Any Non-Compliance with this
Policy will be dealt with in accordance with the SoN’s standard disciplinary
guidelines.

. The Video Surveillance (VS) solution will be operated in accord with the SoN’s

Standard Operating Procedures and Guidelines. These are configured to meet the
requirements of the relative Australian Standards AS/NZS 62676:2020 Video
Surveillance for use in Security Applications, the Surveillance Devices Act 1998, the
General Disposal Authority for Local Government Records DA 2015-00 us
Date 24/10/2017and the State Records Act 2002.

. The SoN will provide appropriate Video Surveillance (VS) sign to ipform bers of

the public, at all locations the Shire’s cameras systems are de

. The SoN will ensure that all Video Surveillance (VS) syste S elements

will be appropriately secured to protect the privacy atazdufing either

transmission and/or storage.

. It is the SoN'’s objective that all the Vide VS) solutions are all
designed, installed, and operated in a danee with the relative applicable:
a. Legislation;

b. Australian Standards; and

c. Current Western Australi ment Strategies and Guidelines.

L that are authorised and approved by the CEO
ision that is generated and stored by the Video
also includes the provision of data to legally

will be able to access.the
Surveillance (V4 .
authorised en

5. Strategy,

5.1

se

ose of the Video Surveillance (VS) Strategy is to guide the further

ent of the SoN’s Video Surveillance (VS) solution as a complimentary
ment of the Shire’s Community Safety and Crime Prevention Plan (CSACPP), a
copy of which is attached in appendix 4.

One of several outcomes of the Shire’s comprehensive (CSACPP) is the
development of a Video Surveillance (VS) Strategy. There are also several other
items including:
e The need to develop interaction between the social groups who are located
within the SoN;
e The need to engage in a more formal way (An MOU was suggested) with
WAPOL offices located within the SoN;
e The community respondents to a SoN Survey:
14|Page
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o ldentifying a need for “increasing” Video Surveillance (VS) Measures; and
o Feeling unsafe around public amenities.

There were other outcomes that were identified within the CSACPP that relate in
varying ways for the use of Video Surveillance (VS), as a safety and security tool.

Video Surveillance (VS) also has been identified by Police (Northam) as one of their
most valuable tools in the solution of reducing local crimes. In many cases the Video
Surveillance (VS) system did not record the actual crime solved but the Video
Surveillance (VS) assets were able to confirm movements and travel patterns that
assisted in the solution of the crime and subsequent prosecution.

Brief reviews of the more salient facilities in the Shire indicates thafithe Use deo
Surveillance (VS) within these facilities are clearly a valuable in the proteetion of
these assets and for their integration into the SoN’s CSACPP.

5.2 Objectives

The objective of the use of Video Surveillance
element of the Shire’s CSACPP and suppo
and secure environment to the staff, admi
and visitors to the SoN.

oN is to develop it as an
eavours to provide a safe
idents, commercial operatives

The Shire and several of their s
can be an invaluable tool in ass
reducing crime, as well as th jon of the Shire’s assets.

Video Surveillance (V3 ed an asset in public spaces in being able to
confirm trends and issu to antisocial behaviour.

holdgrs e found that Video Surveillance (VS)
Shire (and WAPOL) in the solution to

by the SoN are
syste erso
whichithe VideogSurveillance (VS) system was procured.

Governance

Video Surveillance (VS) solution shall be the responsibility of the Chief
ecutive Officer. The CEO shall delegate responsibilities for development and
ementation of all Video Surveillance (VS) assets including the strategies that guide
their deployment and the corporate governance that controls their operation and
maintenance.

The SoN provides appropriate corporate Governance in the deployment,
operation, and management of their Video Surveillance (VS) assets to ensure that
they:
1. Are designed, procured, and installed in the most cost-effective manner to deliver
the quality of vision for which they are procured;
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2. Comply with all applicable Government legislation, regulation and State
sponsored Strategies and Guidelines; and
3. In compliance with the SoN'’s Video Surveillance (VS) Policy.
5.4  Evaluation of requests for Video Surveillance (VS) assets.

Before any investment is made in procuring and installing additional Video
Surveillance (VS) solutions within the SoN, the following process needs to be
seriously considered.

1. A formalised request is made by some element of the SoN for an g
Video Surveillance (VS) solution to be implemented at some as
This is usually generated because of some criminal act an cred
that was made, and/or occurred.

The Criminal Act and/or credible threat could involve:
a) The criminal act has been carried out a

b) The threat being an assumed threat, as

was carried out on a like facility;

¢) Athreat has been advised to t f intelligence from
stakeholders; and/or

d) Anti-social behaviour is impacting on the operation of the

ccessful;
ence a like criminal act

malised request should include the
costs the SoN has incurred i incur) by the criminal acts or threats, as
identified being undertaken an i to being successful.

2. The request and crimi reat will be analysed and if in the case of the threat
op analysis will then be undertaken to define a notional
at might be implemented so that a notional budget can be

risk ass@ssment will then be undertaken to determine if the crimes/threat that

iated dfte call for the system in item 1 above might be mitigated by the

plementation of a Video Surveillance (VS) solution. The risk assessment
Id as a minimum:

a) Include cost criteria in the consequence analysis to enable consideration
of any economic benefit that might be derived from the implementation of
the system; and

b) Also consider the intangible benefits that are likely to be achieved, to which
“cash return” might not as readily be accorded.

The threat assessment MUST be underpinned by a risk context statement that

clearly identifies a holistic approach which includes discussions with pertinent

stakeholders that are directly impacted by the crime/threats and the possible risk

mitigating technology.
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4. If the risk assessment meets the SoN’s criteria and the SoN management agrees
and approves the project, the Video Surveillance (VS) project can then proceed.
5.4.1 Defining Outcomes required by the Video Surveillance (VS) assets

Once the SoN has approved the project to proceed, a Video Surveillance (VS) system
Brief or outcomes solution should be generated. This should include:

1. The outcomes that the Video Surveillance (VS) solution is anticipat eing
able to achieve for the SoN;

2. How the system is expected to achieve those outcomes;

How the system is to be an integrated element of the S CSAEPP

4. How the system is to be integrated into the SoN'’s Shire deo Swrveillance
(VS) solution.

w

Once the above has been determined and signed
SoN, the Video Surveillance (VS) technical pla

authority within the
g can proceed.

5.5 Method of procurement

The method of procurement of any
into consideration:
1. The technical parameters

N’sWideo Surveillance (VS) assets will take

oject, and the capabilities/qualifications
to provide the outcomes as defined in

Video Surveillance (VS) systems on the SoN’s IT
infrastructure; and

ncedhe outcomes of the system have been agreed, the following solution strategy
ne e considered.

561 Camera locations and selection

Location of cameras shall be clearly defined in the pre-planning document.

The Video Surveillance (VS) Stage 1 pre-planning document is contained in
Appendix 5. Prior to release of any documentation, a review of the proposed
placement and location of all Video Surveillance (VS) infrastructure together with the
required outcomes for each imaging device should be completed out by a person
competent in understanding the requirements associated meeting the outcomes, to
ensure the proposed location is fit for purpose.
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Camera locations shall ensure an unobstructed view of the target area. They should
also:

1. Overlap camera views with sufficient cameras and placement that maximize
the continuous recording of a target person moving throughout the site;

2. Avoid back-lit areas and bright or flashing lights in the camera’s field of view;

3. Incorporate cameras that achieve Face Identification level of resolution in the
system design using optical characteristics, not utilising digital enhancement or
digital zoom;

4. Remove or reposition advertising banners, rotating signs and/or othegebjects
that obstruct camera views;

5. Consider 24 hour, all year-round operation to ensure the ca
compromised by changing conditions such as landscapin
seasonal position of the sun, car headlights, street and Quildi otion
sensor lights; and

6. Optimise Face Identification positions at entries, exit ke points
and point of sale areas.

Placement of cameras should consider the locatio liver these
outcomes together with the ability of the log @ Jrevent'damage to or theft of

the asset(s).

Fake or Dummy video cameras ousingS@hall Mot be used.

Video Surveillance (VS) ca
residence, or otherwise abuse

as not zoom into or pry into any private
cy of the public.

advising Video Surveillance (VS) is operational
veillance is in use, on buildings exteriors and internal

amera (duty statement)

quired outcomes for each camera will be clearly defined in the design

. ldentification;

2. Recognition;

3. Observation; and
4. Detection.

Each resolution category does not rely on purely TV Lines, MM Resolution or Pixels

per Meter (PPM), or the outcome based on the ANZPAA test chart. Imaging

outcomes will be based on performance criteria defined will consider the following:
e Resolution capability of the camera or imaging device;

e The cameras dynamic response to varying light conditions;
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e The cameras’ ability to resolve moving targets (Night and Day);
e Scene illumination for low light application; and
e Mounting and Environmental conditions.

General Outcomes per Purpose (to be confirmed through Risk Assessment)

Location Required Pixels Per Meter Recording Frame Rate
Outcome in Target Area

Entry / Exit Identification 303 Pixels Per Meter 25 Images Per Second

Reception Desk Identification 303 Pixels Per Meter 25 Images Per Second

Waiting Rooms Recognition 100 Pixels Per Meter 12.5 Images Per

Playgrounds Recognition 160 Pixels Per Meter 12.5 Images Per
Corridors Observation 100 Pixels Per Meter 12.5 Image
Car Park Detection 62 Pixels Per Meter 6 Imag
License number Plate Capture | 303 Pixels Per Meter
Plate Capture Regardless of
Light, Speed of
Vehicle to be
Specified per
Location

Note: PPM Metrics exceed those listeddn A 2020 to assist with low
light resolutions which suffer igglo ht itions. All outcomes are based
on the required resolution g achi infow light applications with motion
within the defined target

5.6.2.1 Identification

Cameras are required to'Qsovide tification use imaging that is required to deliver
i area, regardless of time of day, scene lighting and
ally include:

meras are required to provide recognition use imaging that is required to deliver 160
imaging of the target area regardless of time of day, scene lighting with motion.
These areas typically include:

e Waiting Rooms;

e General Circulation areas; and

e Playgrounds.
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5.6.2.3 Observation

Cameras are required to provide observation use imaging that is required to deliver
100 PPM imaging of the target area. These areas typically include vehicular /
personnel traffic flows.

5.6.2.4 Detection

Cameras are required to provide detection use imaging that is required to deliver
situational awareness only 62 PPM imaging of the target area. These area ically
include general internal/external area overviews.

5.6.2.5 Special Applications

Special Application cameras such as License Number Plate
are required to deliver identification imaging of the vehicl
provides clear resolution of the plate in all lighting conditio
change depending on location.

5.6.3 Performance testing of proposed equip

Imaging equipment and recording devices d prior to purchase, to ensure
they are fit for purpose and meet all pe ange-based criteria.

esté@hto ensure they are suitable to
nditions. Testing regimes and
cilitate standardised testing regimes and

cameras should furthermore be tested to determine the effects
ibration for pole top mounted units.

onditions should have those technologies deactivated or should not be
sidered.

5.6/3.1 Camera Testing

All cameras shall be upgraded to the latest VMS compatible firmware prior to testing.

Cameras to be tested are to be placed side-by-side with the same field of view (FoV)
and connected to the same Video Management System (VMS) which has been
configured similarly for all cameras (recording resolution, frame rate,
quantitative/compression settings, date time stamping and motion areas) undergoing
testing.

20|Page

Page | 36 of 128



Community Safety Committee Agenda Attachment 7.2.1
21 November 2023

CCD-Alliance Pty Ltd Shire of Northam January 2023

The test site/division within the VMS, specifically set up for testing of devices shall be
used as is segregated from all but the Admin and Installer users. Minimum shutter
speeds shall be manually configured in the camera to 1/30s to eliminate differences
between manufacturers slow shutter adjustment under low light.

Settings within each camera are to be optimised for the scene in which it is to be tested.
In the event that the camera is to be used in bright, backlight and low light
environments, the optimal setting for this camera is to be configured to perform for
each scene/role. Records shall be kept of each set of configuration parameters.to allow
later deployment.

During setup, attention should be paid to the camera performanc
abnormalities. In the event that the image quality is substand
and if required contact the manufacturer or manufacturer’s re
clarification.

The cameras are to be subsequently tested in eac e fopw they are to be
utilised. This includes use of resolution test charts to ] required detalil

resolutions will be achieved.
For example, an entry/exit camera would diia.low light, harsh light and strong
backlight conditions. This would ideall

o [llumination Levels (ta

e Review of Recor
PM.

Pan, Tilt and
verify:

all (in addition to the above procedure) be tested to

ilt rotation angles and any intermediate pre-stops within

lind spotsicreated where PTZ units do not provide full 360° rotation;
i speed meets requirements for tracking objects, inclusive of speed
calling between pre-set positions; and
. effects of induced vibration into the PTZ mechanism and how it affects home
position. This is especially important when the testing PTZ is being mounted on
poles as low-level vibration within poles may cause home positions to move
affecting all pre-set positioning programmed within the camera head.

Still images from comparable cameras should be collated side-by-side to provide a
direct and simple comparison.

Images from camera testing are to be recorded on the video management system
and then reviewed following the completion of the testing. It is strongly recommended
to include the SoN Security Technical Officer in the review of all results.
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It is recommended to compare and score cameras for the scene performance in
relevant areas as per the following criteria:

Bandwidth utilisation — bright light/low light;
Quantisation/Compression;
Detail Resolution performance;
Image Quality for each scene in both still and motion conditions. Aspects to
be considered include:

o Colour;

o Saturation;

o Graininess and the effects of automatic gain control as lighilevels deCtease;

o Smear and Motion Blur;

o Ability to handle lighting extremes such as headlig
sunlight environment looking directly at camera;
Optical correctness of dome covering camera

e}

while using camera motion detection; a
o LNPR cameras furthermore shall b

The imaging device’s ability to tri
Management System;
Ease of Use, firmware up
Mounting (Mounting Opti
Ease of setup/mainten ameras especially PTZ’s on mounting brackets.
This includes in ion tiMes ofeach unit tested;

Availability and co
Local tec

Netw@rk Video Recorders, Servers, Workstations, and Storage Appliances should be

al conditions to ensure adequate functionality. All equipment should

uipment Installation and locations

All Video Surveillance (VS) equipment and infrastructure should be installed in
accordance with the manufacturer's recommendations.

5.6.4.1 Internal Cameras

The

position of scheduled identification cameras shall be such that the camera is no

more than 15° above the horizontal plane of 1.8 m target height.

Cameras located nearby or providing surveillance of areas with glazing or daylight shall
have true wide dynamic response (WDR). Other cameras located in areas with only
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artificial lighting that are not subject to rapid significant changes in illumination may
have standard dynamic response.

Cameras providing surveillance of corridors, hallways or the like, if greater than 4:3
aspect ratio e.g.,16:9 aspect ratio image shall utilise a 90-degree (corridor) mode to
increase coverage. If Cameras are covering entry/exit points or areas that provide
access between levels, resolution outcomes in accordance with paragraph 5.7.2

apply.

5.6.4.2 External Cameras

Cameras fitted externally on structures angdf
such a level that allows ease of access{ro
nearby fixed / movable objects.

Cameras are to offer true wide/Righ d ic response suitable back light

sible equipment mounted externally to building framework shall be installed
such a way that a tamper circuit is included. The tamper circuit should be connected
configured on a separate area of the installed intruder detection system to provide
an alert in the event of attack or theft.

This is also to include tamper protection to Access Covers to Poles or Doors to
Termination Cabinets or other Video Surveillance infrastructure containing
Communications or Power where an alert is to be generated and communicated to the
IT Manager if unauthorised access is detected.

5.6.4.4 Video Surveillance (VS) Network Recorders and Infrastructure
Video Surveillance (VS) recorders and network equipment should be installed in an area
23|Page
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which is secured by either mechanical locking systems or electronic access control
which maintains a log of persons entering and leaving the space.

Access to this room should also be monitored by a monitored intruder detection system.
Recorders and network equipment be maintained in an environment that provides

positive airflow to the recording device not exceeding 23°C with temperature state
monitored by sensors connected to the intruder detection system.

5.6.4.5 Lighting Performance

is evident within the replayed archived images supplementary.
to maintain compliance.

5.6.4.6 Infra-Red lllumination

Cameras incorporating inbuilt infrared illumination

low or no light based on the replay of
IR enabled cameras or illuminator all
that removes blooming or hotspafs withi

5.7 Building power solutio

All power for the Vide
essential service |

orkstations; and
frastructure, as required for transmission of video and control signals.

Allfequipment should be fed from a double conversion uninterruptible power supply
with adequate capacity for the Shire to provide backup power for 30 minutes, in the
event of a power failure. The UPS should be monitored for faults and power status,

reporting of any failure events to the IT Department and Security Control Room (if
available).

24|Page

Page | 40 of 128



Community Safety Committee Agenda Attachment 7.2.1
21 November 2023

CCD-Alliance Pty Ltd Shire of Northam January 2023

5.8 Field equipment connections

All cabling shall be concealed in walls, cavities, raised floors, conduits, ceiling
spaces. Cabling should not be attached to ceiling hangers or any other building
services supports.

Where jointing of wiring cannot be avoided, wiring should be joined using
approved connectors within panels, cabinets and/or field equipment. Jointing of
cables external to panels, cabinets and/or field equipment should not be
permitted.

Cabling should be installed in compliance with Australian Standar

All installed infrastructure and cabling should be certified with gést d nd
certification included in the commissioning documentation

5.9 Networking into SoN system

All Video Surveillance (VS) infrastructure shoule hrough the SoN IT
infrastructure. The SoN IT Manager should g€ : ing the planning and
design phases to ensure adequacy of band ghput) and suitability of
proposed equipment and implementati mitigate any impact on the SoN network.

All equipment being installed o

incorporate the appropriate ty/hardening strategies and policies. This
is to include:

ontractors should be made aware of IT security requirements during induction.
The IT Department subsequently should be required to sign off upon completion of all

works to ensure compliance has been maintained.

5.10 Detailed System Design

The previously developed extensive detailed design document should be utilised for
each Video Surveillance (VS) project. This should be reviewed regularly (Every 24
Months ) to ensure it does not become outdated.
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It should be noted that any lack of appropriate detail in any document may be seen
as a possible point of variation by a Security Contractor and may be used to obtain
variations to correct issues resultant in details lacking in the detail design
documentation.

The detailed design document will incorporate a complete list of functional
outcomes and requirements for each imaging device individually.

Sample imaging should also be provided for each location, showing the scene to be
covered and refer to compliance with minimum performance levels.

Detailed design documentation should also clearly delineate require
associated with the provision of information relating to the syste
should include schematic diagrams, as built drawings, rack la

including IT and communications, traffic
lightning protection, maintenance/servigi
with the project.

5.12 Impact Statement

An impact statement should bé§pro d outlining potential impacts on WAPOL,
Network and IT resou any the above documentation detailing the
findings.

A train required by the SoN for all equipment being installed. The
plan i
. f training required (Training Needs Analysis may be required) for
nctions and elements of the system(s) installed;
° e and methodology of training to be included including Pre-Commissioning

ining;
Training materials, programmes and documentation; and
e Assessment regime to ensure effectiveness of training.

Training materials should be provided in a repeatable format (to cater for staff
changes), incorporating components such as Learner Guides, Video Training Modules
and Competency based Assessments.

Training materials should be reviewed every 12 months to ensure currency.

The SoN should approve all proposed training program for systems and equipment,
prior to placement of orders.
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5.14 Acceptance testing

All Video Surveillance (VS) systems should be subject to comprehensive acceptance
testing. This testing regime is recommended to take the form of:

e Factory Acceptance Testing;

e Site Acceptance Testing; and

o User Acceptance Testing.

Records of all testing including sign off at each phase should be
maintained and incorporated with the commissioning documentation.

5.15 Commissioning — Compliance Audit and Sign off

Following the successful installation of the approved system,

shall focus on the outcomes provided by the equipment o
ensure it meets minimum performance requirements as de
Surveillance (VS) installation guidelines and all fac
documentation.

Image Storage and archiving assessment
extrapolated to specified retention period t€

veloped relating to external access by 3rd parties and
ning strategies to be implemented to prevent access from

possible, the Video Surveillance (VS) infrastructure should be on a stand-
lone network or its own VPN separating it from other network traffic.

Network monitoring to detect substitution or unknown devices (such as cameras,
switches, PC’s, mobile dongles) should be implemented to assist in network security
and protection.

5.17 System maintenance

Maintenance and Servicing shall be treated as separate components. These include
Defects Liability, Rectification Maintenance and Preventative Maintenance.
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1. Defects liability (or warranty failures) - refers to faults (or defects) within the
Defect Liability Period (DLP) following installation.

2. Rectification maintenance - refers to faults that may occur out of hours and of an
unforeseen nature, following DLP but not classes as preventative maintenance.

3. Preventative maintenance - refers to periodic servicing to ensure system operation
is maintained at peak performance.

Clauses in the SLA should be stipulated to enable the SoN to change its

maintenance provider(s) in the event of non-performance or for any other
legitimate reason.

5.17.1 Defects Liability Period (DLP)

The Security Contractor should provide maintenance for t
Surveillance (VS) system for the full defects liability period.
usually 12 months commencing from granting of Pragtical C
equipment warranties can be longer and these nee
and procurement documentation.

periods are
jon (PC), however
n into the DLP period

5.17.2 Rectification Maintenance

The Security Contractor should pr, Visi@ns in relation to out of hours
callouts, logging, response tim able)service personnel, who would be
attending site, including pro nd service/maintenance.

reement) should also be specified in relation

to out-of-hour callouts

5.17.3 Preventatiy,

Security Cont provide all provisions covered under a routine maintenance

ompleted outside normal working hours;

cklists;

5. ilable extended remote technical resources (if required);
6. Response timeframes;

. Fault resolution;

8. Maximum rectification times; and

9. Operational spare parts holding requirements.

5.18 System operation

The SoN’s surveillance system is currently operated from the Police office, utilising the

SoN IT infrastructure. Authorised Users of the system include the SoN:
1. Manager—IT.
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5.19 Future expansion of the system

Purchasing or incorporating equipment and systems that do not interface with the
existing Video Surveillance (VS) network infrastructure should not be considered.

The Video Surveillance (VS) system should be able to be expanded through the
use of additional hardware assets (cameras, recorders, etc.) and licensing.

5.20 Wearable & Personal Worn Devices

delineated.

Retention of information gathered should be treated the s
Surveillance (VS) infrastructure.

The SoN should develop a Policy Framework for th
Mounted or Wearable Video Surveillance (VS)

A comprehensive testing and procuremen
with a proof-of-concept phase to determi

e Video Surveillance (VS) technology. A comprehensive testing
urement methodology should be adopted together with a proof-of-concept
etermine the adequacy of any proposed equipment, and further develop
age policies relating to the SoN intended activities.

Communications, data transfer and Infrastructure overheads (servicing and
maintenance) should also be considered in relation to these deployments.

5.22 Performance management

The SoN should employ a process of performance management to ensure
outcomes are continued to be met.

Review of all cameras operation within the network should be completed on a regular
basis, not exceeding seven days.
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Imaging devices should be viewed live, as well as incorporating replay of recorded
imaging at Night and Day. Recorded footage should be alternately viewed at Dusk,
Dawn, Midday and after dark when traffic is evident. In the event that the cameras
cannot resolve the targets, as required, maintenance action should be initiated.

Recorders and network infrastructure should be configured wherever possible, to
allow monitoring via SMTP to the SoN'’s IT Department. Recorder lockups or incidents
that affect operation should be monitored and where required; rectification action
should be initiated.

The IT Department should also incorporate network monitoring polici
ensure connection between remote sites and the SoN'’s IT Depa nt.

6. Operational guidelines

Operational Guidelines relating to the Video Surveillance (V.
developed to delineate the processes associated with Operal
Repair for installed/failed infrastructure.

ining, and initiating

6.1 Requests for visual data

The SoN should undertake the regiests forWisual*data in accordance with the following.

The request for visual data om various groups. These include the following
three groups. In each case, w tailed the methodology of dealing with the
requests:

1. Those Gq@ orities that are authorised under Law, that has
access to visual data (e.g., WAPOL and AFP etc.).
these group should:

ovide details of the issue(s) for which the visual data is being requested;
) The Video Surveillance (VS) asset most likely to provide the vision,
or the location for which the vision is sought;
d) The date and window of time of the visual data sought;
e) The date and time by when the vision is required;
f) What format the visual data is required,
g) What medium the visual data is required;
h) How the visual data is to be delivered/collected; and
i) Any specific criteria relating to the chain of evidence.
2. SoN personnel that have a valid reason to seek access to, for observations for
visual data. Requests made from this group should include:
a) Provide the request in writing, this can be made to follow up a verbal
request, but no later than the vision being provided;
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b) Provide details of the issue for which the visual data is requested;

¢) The Video Surveillance (VS) asset most likely to provide the vision,
or the location for which the vision is sought;

d) The date and window of time of the vision sought;

e) When the vision is required; and

f) How the data is to be delivered.

3. Members of the Public that request information to gain access to visual data
should do so with a formal request to the SoN. These requests should be made
under the freedom of information criteria.

The requests should be formalised under SoN FOI criteria and directe
for approval. If approved, the request should be accompanied by
information:

a) The details of the request to be in writing;
b) Details of the issue for which the visual data i

¢) The Video Surveillance (VS) asset most likely t i vision,
or the location for which the vision is s ;
d) The date and window of time of the wi

6.2

eo Surveillance (VS) equipment should apply to
ited to local access at site, or remotely from

stored and retention from any Video Surveillance (VS) system should be
to a SoN register with the following minimum details:
. Who requested the data, including their name, details, and authority;
. The date it was retrieved;
3. By whom it was retrieved,;
4. The purpose for retrieval,
5. The medium on which the data was stored;
6. The method of how the data was identified;
7. The method of how the data was delivered, this includes;
a) The SoN'’s records retention authority;
b) The third party to whom the data was provided; and
8. The date and time the data was delivered.
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Any data delivered to a third party should be duplicated and a copy stored with the
SoN in accordance with 100.2 of the Revised General Disposal Authority for Local
Government Records (GDALG) — Amendment RD 2015001/1

Archived data should be stored in a secure location with limited access. Any access
to the stored data should be logged into the evidence register.

6.3.2 Retention times and disposal of data

The disposal of Data stored from the Video Surveillance (VS) solution should be
retained in accordance with the General Disposal Authority for Local G
Records DA 2015001-1 — Status Date 24/10/2017

WAPOL indicted that their policy stated a minimum of 31 Days
for All Imaging Devices with a minimum of 91 days for “Custo . Whilst these
are mandated minimums, a general preference for 90 da

devices will significantly enhance any post-event investigat! desirable target.

32|Page

Page | 48 of 128



Community Safety Committee Agenda Attachment 7.2.1
21 November 2023

CCD-Alliance Pty Ltd Shire of Northam January 2023
State Records Office of WA - October 2017 - General Disposal Authority for LG Records DA
2015-001/1
Authority number: 2015-001/1
[ N [ Function/activity | Description [ Disposal Action [ Custody |
100 SECURITY AND Management of security of the local government's
SURVEILLANCE staff, premises and facilities, equipment, systems

and information.

NOTE: Images / footage referred to in sections below
includes images / footage from any image capture
device, such as CCTV, camcorders, cameras, etc.

See also related Activities:
+ 15. AUDITING / AUDIT
« 27.COMPLIANCE
« 33. DATA MANAGEMENT

100.1 Records of significant security incidents / breaches, | Required as State
including notification, investigation, response,
management and reparting. Includes images / archives
footage as required.

NOTE: See definition of “Significant" in the
Introduction to this GDA.

100.2 * Records of security incidents / breaches not Destroy
included in section 100.1, including

action completed, then

notification, investigation, response, Destroy.

management and reporting. Includes images /

footage as required.

« Images / footage provided by the loca

government (LG) to other authoritig

the LG is not party to the incident

investigation in any further capacit

incident / investigation does

staff or assets.

100.3 Records of security measure Destroy Retain 7 years after
including: security authorisation

or arrangement
expires, or after action
completed, whichever is
applicable, then
destroy.

100.4 Destroy Retain 2 years after
authorisation or
arrangement expires or
is superseded, or after

Reécords, information and data security. last action, whichever is
X o " applicable, then
User identification, passwords and codes. destroy.
= Staff access passes and authorisations.
« Emergency services arrangements for
provision, including emergency and first aid
officers.
* Unsuccessful / Unapproved Applications for
Aviation Security Identification Cards.
100.5 Images / footage not included in 100.1 or 100.2. Overwrite (Destroy) Retain 31 days after
NOTE: Alth e s image / footage
5 ough the minimum retention period is 31 recorded, then
days, it is recommended local governments hold rlt’ dest
images / footage for the system determined limit. overwrite (destroy)

From the above extract from this document and the below clarifications relating to
WA CCTV Arrangements, items 100, 100.1, 100.2, and 100.5. apply to the retention
and disposal of Video Surveillance (VS) records. Item 100.1, 100.2 and 100.4 are
critical in that any recorded vision that is provided for legal investigations and court
proceedings should be retained for the specified minimum period.
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The shire should also be aware of the Revised General Disposal Authority for Local
Government Records (GDALG) — Amendment RD 2015001/1 — LINKING TABLE —
Change to Reference Numbers and Disposal Actions in RD2015001/1 implemented
for the WA State CCTV Strategy Amendments on page 190 of the document below:

Revised General Disposal Authority for Local Government Records (GDALG) — Amendment RD 2015001/1
LINKING TABLE — Change to Reference Numbers and Disposal Actions in RD2015001/1
WA State CCTV Strategy Amendments

New Entry in Red Moved Activity

RD2015001 RD2015001/1
Reference FUNCTION / Activity / Description Reference FUNCTION / Activity / Des¢
Number Number
100.1 100.1 SECURITY AND SURVEIRY
Records of significant seci

/ breaches, inclugi N, etain 5 years after
onse laction completed,

then transfer to the

SRO.

No change

100.1 SECURITY 100.3
Summaries of entries / exits to buildings.

ANESI0f persons
g premises.

100.2 SECURITY . 3 ND SURVEILLANCE No change
Security breach reports and investigations, .
including illegal entry to property whether ludSg@igection 100.1, including

or not resulting in damage or theft. nvestigation, response,
imanagement and reporting. Includes

images / footage as required
SECURITY AND SURVEILLANCE No change
Records of security measures or
arrangements, including:

e Secunty patrols.

100.3 SECURITY
Security patrols and associated rg

RD2015001/1 Changes in
Reference Reference o e Retention and
Nibor N hor FUNCTION / Activity / Description Disposal
100.4.1 100.2 SECURITY AND SURVEILLANCE INo change
Images / footage provided by the local
Lgovernment (LG) to other authorities where
he LG is not party to the incident /
investigation in investigation in any further capacity and the
: : incident / investigation does not involve LG
prc:'\;lzt 2‘:‘::0'15' staff or assets
the incident does not involve
I assets
Y - Surveillance - 100.2 SECURITY AND SURVEILLANCE INo change
Records of security incidents / breaches not
age concerning incidents involving included section 100.1, including
al government staff or assets, required notification, investigation, response,
for investigations. management and reporting. Includes
images / footage as required.
SECURITY - Surveillance — No 100.5 ECURITY AND SURVEILLANCE Retention increased
Investigations Images / footage not included in 100.1 or 30 days to 31
Surveillance / CCTV footage taken from 100.2. ays after image /
fixed cameras around public open spaces recorded,
and public access amaps i INOTE. Although the minimum retention n overwrite
iperiod is 31 days, it is recommended local destroy)
vernments hold images / footage for the
lem determined limit.
100.5.2 SECURITY - Surveillance - No 100.5 ECURITY AND SURVEILLANCE Retention increased
Investigations Images / footage not included in 100.1 or 7 days to 31

100.2. ays after image /

INOTE: Although the minimum retention mmm
iod is 31 days, it is recommended local destroy)

Surveillance / CCTV footage taken by
mobile cameras or car-based cameras.
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6.4

RD2015001 RD2015001/1 Changes in
Reference Reference Retention and
Nibes FUNCTION / Activity / Description N FUNCTION / Activity / Description Disposal
governments hold images / footage for the
system determined limit
100.5.3 SECURITY - Surveillance — No 100.5 ECURITY AND SURVEILLANCE Retention increased
Investigations Images / footage not included in 100.1 or om 7 days to 31
Surveillance / CCTV footage taken from 100.2, days after image /
ind carpars ¢ locel guusircnect NOTE: Although the minimum retention
buildings and assets with staff in AR oA
Bt ocider bk period is 31 days, it is recommended local
lgovernments hold images / footage for the
isystem determined fimit.
100.6 SECURITY 100.4 SECURITY AND SURVEILLANCE
Security / access arrangements, including: Records of security measures and
» issue of passes or keys: arrangements incorporating.
« storage; * Staff access passes and
« locks: and authorisations.
« surveillance.
100.7 SECURITY 100.4 |SECURITY AND SURVEI
Access restrictions - technology and Records of security measures al
communications, including but not limited amangements incog
to the management of security of data « Technology 8
(including sensitive records), user |Ds, systems.
passyords and codes. & B .
. r idén i
RD2015001 D 001/1 Changes in
Reference Retention and
Nimber FUNCTION / Activity / Description UN I Activity / Description Disposal
100.8 SECURITY SECURITY AND SURVEILLANCE INo change
Photo identification records of staff. Records of security measures and
rangements incorporating:
e User identification, passwords and
codes
100.9 SECURITY SECURITY AND SURVEILLANCE No change
Emergency services - arafige Records of security measures and
e arrangements incorporating:
« Emergency services — arrangements
for provision, including emergency
and first aid officers.
SECURITY AND SURVEILLANCE No change
Records of secunty measures and
arrangements incorporating:
« Approved applications for Aviation
Secunty Identification Cards.
SECURITY AND SURVEILLANCE No change

Records of security measures and
arrangements incorporating:
= Unsuccessful / Unapproved
Applications for Aviation Security
Identification Cards.

rce:_https://www.wa.gov.au/government/publications/general-disposal-

authority-local-government-records

manner as to guarantee retrieval is impossible.

Data which is no longer required should be destroyed permanently in such a

Complaints regarding the SoN’s Video Surveillance (VS) assets

The following is recommended for dealing with complaints made regarding the

SoN’s Video Surveillance (VS) assets.
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6.4.1 Registering of a complaint

Any complaints received from the public or another Government Authority will be
recorded in an official register, with a form to be filled in by the person making the
complaint.

The receiving staff member will register the complaint in the Video Surveillance (VS)
complaints register. The complaint will then be passed to the Manager IT for
assessment.

6.4.2 Dealing with a complaint

Depending on the nature of the complaint, the Manager IT will as
and severity of the complaint:

1. If the complaint is considered minor or frivolous
and consider the complaint, gathering whatever data i rom the system
assets, and/or interview staff members.
After considering the data the Manager willith i commendation

plaints Officer for their

and/or alter the outcome and

Person making the complaint.

consideration. The Complaints Office
then a written response will be

i) A copy of the ori
i) A summary_of the

S
sue and copy of the complaint and seek direction of the course of action to be
ken.

e IT Manager will then investigate the complaint considering the any direction of
omplaints Officer following the initial advice and then provide a written report
and recommendation of a course of action to the relative Complaints Officer for
their further consideration. The Complaints Officer will then confirm and/or alter
the outcome, and then a written response will be made to the person making the
complaint.

The Complaints Officer will be provided with:
i) A copy of the original complaint;
i) A summary of the Manager’s data on which the recommendations were
made; and
iii) A copy of the Manager’s recommendation(s).
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3. The register or complaints will be held in accord with the LGA requirements for
General Disposal Authority for Local Government Records RD 2015001 — 2015.

4. The visual data relative to the complaint including:
i) A copy of the original complaint;
i) A summary of the Manager's data on which the recommendations
were made; and
iii) A copy of the Manager's recommendation(s)

Will be held in accord with the LGA requirements for recoxds, as defin the
General Disposal Authority for Local Government Recor 15001 — 2015

7. Review of the Existing system

7.1 Review of the systems in place

Facilities reviewed as part of this assess

. The Video Surveillance (VS) systems have evolved as each site
d installed. In most instances a Video Surveillance (VS)system was

ithout consideration of outcomes or integration with the existing shire
ure. Their remains a significant shortfall in documentation relating to

In general, the IT Department has full visibility into the system, what is connected, how
it is configured and/or if secured. Most Video Surveillance (VS)systems are connected
using the Shire’s Wireless “point to point” network installed to facilitate a Video
Surveillance (VS)vision transport medium.

This network is under severe throughput restrictions with ongoing issues affecting
usability and continuity of service.
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Except for the Townsite, Wundowie and Recreation Centre Avigilon Video
Surveillance Systems, the other systems Video Surveillance (VS) systems are
predominantly Low-Cost NVR solutions using variants of the “Dahua” or “HikVision”
standalone NVRs “fitted” into cabinets or imaging devices installed throughout the
townsite.

7.2.1 Stand-alone NVRs (Network Video Recorders)

Systems examined at Northam Police and the Recreation Centre were both stand-
alone Dahua and Avigilon NVR systems with cameras and video recordg
manufactured by HikVision, and Dahua. (The recreation center has 2
it is separate from the WAPOL system)

7.2.2 System cabling

7.2.3 IT Connectivity

Current connectivity to remote sites that@ate n

e remote access to (using
manufacturer specific remote c ware)the Video Surveillance (VS)systems,
and no other connectivity or igg is provided.

b& well specified, adequately secured and
monitored from a netwo . A few incidents have been raised whereby the
SoN’s IT manag or discovered third party 4G Dongles into their system, as
installed by Video Survelllance”(VS) and/or Security system vendors/installers. These
ear not-infrequently and would appear to be installed to

mitigat,
systefs.

evices provide an extensive attack surface to the SoN’s IT network,
uch are removed when discovered.

ese network entry points directly place the SoN at risk of un-managed release of
semsitive visual data, network compromise and the uncontrolled release of confidential
and/or secure information.

7.2.4 Storage systems/devices

The installed Video Surveillance (VS) systems fall into one category namely propriety
NVRs. These systems store visual data onto Hard Disk. Some of the inspected systems
did not utilize any form of storage redundancy and all visual data was stored directly to
one or more hard disks.
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Most systems are over-provisioned for storage capacity and the Shire typically has no
issues with the 31-day visual data retention time.

Most units are fitted with either 3.5” hard disks, configured as stand-alone archive
drives, and the systems shuffle visual data around automatically across the archive
drives for the 31-day retention period.

The over-provisioning of storage will allow for system expansion in the future, should
this be required, however commonly it would be used to provide extended archi
retention past the 31-day period.

There is no current program in place to replace the storage mediag{past
as the cost of the standalone recorders typically is cheap eno to replac
box instead of just a hard drive.

7.2.5 Viewing solution

The current viewing solution is configured to allow a nection into each
remote site utilising remote connection softw ) e, the appropriate recorder is

and cameras, differing versions,
no simple way to consolidate this
tion without upgrading all NVRs to the current
own Client version with differing operational
operator interface.

platform. The result is each
methodologies and limited ho

od to find and archive visual data from the target machine. The
logy changes depending on the specific site, the required quanta of visual data
ason for export.

There are no defined procedures for the maintenance of a chain of evidence, and
archive procedures are not in place to ensure that in the event of an incident,
information once downloaded it is stored on USB drive in a safe by the IT Manager.

Depending on the size of the archived visual data files, data may be archived off locally
to a USB drive via the network. This ability depends entirely on the archive size versus
the available network bandwidth. None of the installed systems are configured to allow
remote archiving, and all archive actions are performed via a remote connection over
the network, or locally at the system console.
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7.3 Review of cameras in place

A desktop review was undertaken of a selected site (Northam Townsite) and the
connected cameras within the SoN’s Video Surveillance (VS)solution. The method
was to review the images available for recorded visual data of the cameras under both
day and night conditions.

It should be noted that the quality of the recorded vision can be less than that available
from direct vision, as the recorded vision is subject to a lesser frame rate and also can
be subject to other technicalities that can degrade the quality of the recordi

adequate for general

Generally, the imaging from the Video Surveillance
ili m, however, fails to

viewing only throughout daylight hours. The usai

ages per second, required.
ectivity issues between the remote camera locations

nstallation of cameras and the associated outcomes appear to have been
left up to the installation Companies to determine the requirements and
outcomes for each camera and its associated location. This has resulted in
a large percentage of the installed infrastructure being only suitable for a
situational awareness environment and not able to deliver recognition or
identification level resolutions, to support any post incident investigation, in
the event of an incident. Furthermore, the reliance on Solar for the Cameras
power requirements has impacted functionality due to current draw (load)
and the failure of location batteries to provide reliable power to the location.

e Fixed cameras generally are typically unable to handle the dynamic response
as required to adjust camera imagery between bright and dark situations. In
addition to this, in low light applications the cameras are displaying excessive
graininess and noise, which prevents the cameras’ ability to provide images
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enabling identification of persons within the area whilst also increasing the
recording storage requirements during those periods (i.e., even when there is
no movement within the cameras field of view, and nothing is occurring).

e Cameras were generally useless in a low light situation, useless where
motion is present.

e Several cameras demonstrated problems associated with the camera’s
view being impinged on by landscaping and other objects.

e The mounting height for many cameras is considered excessive, thereby
restricting the ability of the camera to produce identifiable ima
owing to the height of the camera’s mounting.

e Many cameras were installed whereby the picture is al
correctly aligned), thereby reducing the viewing exp, Dility to
easily recognise aspects, as the picture is angled o

A complete visual summary of the images for both day and
incorporated in Appendix 2.

7.3.2 Shire Strategy for Implementing Proje

The Shire is planning to implement thedello trategic approach to

CCTV pole across the
CCTV, Bridge CC

ble transition to Western Power poles.
elormobile trailer CCTV cameras to the network for
hotspots areas. Improving lighting conditions to better

n this we plan to look into the physical CCTV cameras in place and
prove them through upgrading with new camera hardware and repurpose
existing ones which are fit for purpose. In a few areas where required we
can add ANPR cameras to capture vehicle details.

Stage 3: Here we investigate including new cameras to recommended priority
areas being identified during the stakeholder engagement meet.

Stage 4: Investigate further expansion of the CCTV network infrastructure.
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7.3.3 Additional Locations Identified by the Shire

When considering additional locations, it is strongly recommended the Shire move
away from wireless infrastructure for camera image transmission directly back to
the police station. The current infrastructure is both overloaded and unstable. By
changing the transmission topography from purely wireless to a combination of
fibre-optic and distributed recording, overall network loads would significantly
reduce allowing higher levels of user operation as well as additional assets to be
installed without detriment to the whole of system performance. The following
locations have been highlighted as hot spots requiring additiona iceo

Surveillance (VS) assets; ‘

Chidléw Street

Skate Park Recognition

Visitor Centre Biidge ID of persons using the Bridge
ewGastle Road License Plate Recognition (LPR)

Vellingtemst/Gardiner St Coles Express LPR / Site Overview

PeelNjerrace Bridge License Plate Recognition (LPR)
YongamHill Entry / Mitchell Ave License Plate Recognition (LPR)
Mt. Ommaney Lookout PTZ Area Situational Awareness
castle Rd / Hutt Street PTZ provide ID at School
Spencers Brook Rd crossing Intersection
License Plate Capture /Recognition
Nind St/ Fitzgerald St PTZ

Fixed bottle shop entry LPR
Fixed Front of Tavern

11. Fitzgerald St / Ensign Dale PI ID of Liquor Barons Entry
12. Duke St E Accommodation Entry LPR

Hotel Accommodation Entry LPR
13. Minson Avenue Thirsty Camel Vehicle Entry

License Plate Capture /Recognition
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Additional 2 camera’s (1 x Pan Tilt and Zoom +1 Fixed camera) located corner of building
opposite Northam Tavern Bottlemart entry (Nind Street) covering the drive-through as well
as front of hotel. (It was indicated that due to the possible redevelopment of this area fibre
optic may be feasible to run down the main street. This would also enable the cameras

located in the Mall and possibly Beaurepairs corner to be hardwired thereby removing them
from the radio network.

sive hardwired connection from
e to this connection point near

Page
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e Beaurepairs Corner

Additional camera located

e Thirsty Camel Bottle Shop
Additional camera located (Minson
across the road to provide identificatio
vehicles exiting site.

e Intersection Spencer\B
crossing to Bu
License Num
obtain intelligénce of ve
the Roa

Plate Captre camera to
les entering by
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e Dukes INN accommodation and hotel
License Number Plate Capture camera to obtain intelligence of Vehicles / Persons
entering by the Access points

Coles Express
Additional camera to obtain inteligene
Vehicles / Persons
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8. Appendices

The following appendices are attached to this report.
Appendix 1 — Précis of the Desktop Issues

Appendix 2 - Day and night camera screenshot review
Appendix 3 - Contractor Experience and Knowledge Guidelines Dec 2021
Appendix 4 - Community Safety and Crime Prevention Plan (CSA

Appendix 5 - Northam Network Restructure

%
<<\<§
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1. Appendix 1 — Precis of the Desktop issues

1.1 Overview

Typically a high percentage of crime or antisocial behaviour happens after hours. The goals
or outcomes for any system or device needs be determined and stated established
beforehand.

Typical goals of a video surveillance system could be stated thus:
e To reduce crime or to reduce the fear of crime.

e To improve public safety.
e To improve property security.

e To create a safe and vibrant place for the leisure and pleasur: the'people®dft, and
visitors to, the public space.
e To ensure that persons such as the elderly, the disabl enandindigenous

peoples, can use the public space safely.

mance outcomes that must be
produces images that meet in

Each of these goals are typically tied to resolution andp
delivered, and as such is essential that any imagi VS
those outcomes in all conditions.

The ability of any video surveillance (VS) s
recorded or archived footage that is rec
into account actual lighting conditi
high contrast (traffic, club) lighting
these times cameras will ac

produce imaging should be based on the
the storage or recording device and take
ht light (midday), low light (night) and
t of targets under those conditions. It is in

eview was to explain the conclusions derived on the
ed sample imaging and explanations relating to various
ce that have been taken into account during the audit process.

gi}llance Desktop $E_Ege_"n5hul Review

(Information may be repeated in the Video Surveillance Installation Guidelines).
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1.2  Explanation of common imaging problems

1.21 Dynamic Range

Unacceptable

Dynamic range refers to the Video Surveillance
cameras ability to interpret and display images in
varying light conditions.

The higher the dynamic range, the better the cameras
ability to cater for variances within lighting conditions ‘@&
including highlight and low light aspects.

Note:
It is important to understand that manufactu
only relate to the capability of the camer:
by the device once installed. This j
which the cameras are installed an
testing regime is essential pai

sheets and supporting documentation

to the functional outcomes that is achieved
varying environmental and site conditions in
y required to operate. As such a proper
chase and installation of any equipment.

1.2.2 Focus

Unacceptable = Acceptable
Camera Lenses have not been focused correctly to
produce a crisp image. Cameras may also be in-focus
throughout the day but go out of focus at night.

This is a result of poor installation practices whereby
the cameras have not been configured for the (1)
available scene lighting, (2) back-focused correctly, or
(3) configured to operate with the optics associated
with a dome camera’s bubble. = Unacceptable
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1.2.3 Exposure

1.2.31 Overexposed or Flaring

oS
s

= Unacceptable = Acceptable

selection, installation and comm|SS|on|ng processes associate
infrastructure will correct this issue.

1.2.3.2 Underexposed
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1.2.4 Graininess and Noise

Poor DynamicResponse —unable to cater for highlightand
low light conditions as well as generating excessive noise.

Unacceptable

era trying to
amplifies the picture to

The Graininess is caused by the automatic gain contro
compensate for low light conditions it cannot handle. A
try and get a good image it also amplifies the noiséigra

Owing to the way images are compressed in ernideo Surveillance systems, in
systems containing

Hi-Definition cameras, this noise sult e storage required increasing by up to 900%
(above daytime storage levels) in |OWlig ions (when nothing is happening).

1.2.5 Smear
= correct camera selection or configuration combined
with motion and lighting may cause loss of resolution in

moving targets.

Known as motion smearing and occurs when the camera
amplifies noise which degrades the image.
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1.2.6 License Number Plate Capture

s Acceptable Unacceptable

Cameras designated to capture number plates should complete this fun regardless
the speed of the vehicle and lighting condition of the scene

1.2.7 Slow Shutter Speed & the Inability to Capt gets at Night

light conditions
is demonstrated.

equently used techniques which involve extending the time that the
to enable the camera to produce images in low light conditions. The
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1.2.8 Lack of Resolution

Simply put, resolution refers to the number of pixels on the target. The greater the amount of

pixels on a subject, the greater the ability to define detail (in a perfect world).

The problem is that the clarity of the image may be affected by other conditions as such
resolution or detail on target may be caused by (main ones):
Poor dynamic range (1) — Edge Detail being compromised due to light,

Lens Selection (2) — trying to cover too much in one picture.

Poor Dynamic Range

Lens Selection - Same Camera/ Different Lens A

The
cameras view,
less detail is capt

PPM refers to Hol

the

re you try to cover the
r the quality of the
ture at distance.
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Resolution - Pixels on target
for IDENTIFICATION under
ANZPAA Guidelines
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Note: Cameras and imaging devices produce differing
results depending on the amount of light available.

When installing Video Surveillance systems, the
outcomes related for the imaging device should be
based on night-time or harsh light reproduction and not
solely on daytime imaging.
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1.2.8.1 Integral Infrared lllumination and IR Cameras

Cameras incorporating inbuilt infrared illumination shall not demonstrate any reflection from
the IR light blocks within the lens or picture. The cameras IR shall provide images free of
graininess or artefacts within the target area through times of low or no light.

Infra-Red (IR) Cameras or IR illuminators — where used cameras are to provide an image
that does not produce graininess in the target area. IR cameras shall also utilise adaptive
power technologies that removes blooming / hotspots within the images.

Aceceprable doceprable

1.2.9 Incorrect Positioning and Adju

1.2.9.1 Entries
The position of scheduled identification€a hould be such that the camera is no more
height. When entry cameras are too high

= Unacceptable - Too High s Acceptable
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1.2.9.2 Mounting Height

Mounting heights of Video Surveillance infrastructure should be low enough as to provide
recognition or Identification of an event.

Views looking at Walls or Lights provide no benefit except to
reduce resolution on the target and in the case of lighting, may
affect the cameras ability to produce acceptable pictures.

Unacceptable - Too

= Field of view too wide, looking at w4

1.2.9.3 Looking at Sky or

Looking at Lights or the sKy is unproductive. Apart from wasting the possible additional
surveillance of a target or

= Looking at sky and street
lights = Unacceptable - Sky filling 50% of
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1.29.4 Alignment

Although not technically incorrect, straightening of images wherever possible ensures a
better viewing experience.

= Image not straight

1.2.9.5 Environmental Conditions

1.2.9.5.1 Landscaping and Obstructions

Surveillance infrastructure should take in
ment in which it is being installed.
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Shire of Northam Video Surveillance Desktop Sc
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1.0 Video Surveillance Systems (CCTV) Hardware, Systems and Networks
Scope of Services

The purpose of this category is to provide information relating to Video Surveillance Systems (VSS

® Local Government/Stakeholders shall understand that

o Video Surveillance Infrastructure is not just including Image Capture and Re
Systems and Access Control Systems.

The WA CCTV State Strategy is Defunct effective 2019.

AS/NZS 62676:2020 has replaced AS4806:2006 effective April 2020

Video Surveillance Systems (VSS) replaces previous Closed-Circuif’TeleviSion TV) Terminology.

O O O O O

Tender Documentation should be Detailed and Specific to the u
incorporate all aspects listed below.

¢ Video Surveillance Systems (VSS) now include a whole-
o Video Surveillance System’s are now Graded (base

Outcome based design for each Image locati@

Interoperability — Non-Manufacturer Specificfa

Ris
ardless of Motion, Lighting Environmental Conditions

O O O

and Restoral, Failure Notifications, Im
Detection, Authorisation codes, Tim
o Whole of System Approach inclu
Handling Equipment, Image Pr
Redundancy, Control Room Con
Final Documentation and i
o Transmission of Informa
Display Devices, Imagi
Recording Search and Co

, Data Authentication, Data labelling and Authentication.

Data Security

w may include/incorporate Intruder Detection
Stakeholders should undergo training to provide understanding CT\pTe logy and Methodology in Local Government.
application and outcomes related to the proposed infrastructure and

oach that outcomes based and agnostic to product. This includes:
d Functionality). Completed in conjunction with ISO31000:2009.

VSS Functionality — Common Interconnectia Storag , Archwmg and backup, Alarm Related Informatlon System Logs Backups

Outcomes, Recording, Image Storage and Export, Lighting, Interconnections, Image
Performance, Data Transmission (including security), Communications Latency,

dia, Real Time Streaming, Event Handling, PTZ Control, Video Analytics, Video Analytic Devices,

Attachment 7.2.1
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Competencies

Knowledge and experience
such as:

Comprehensive Working
Knowledge and experience
in implementing the
recommendations contained
in the listed standards for
Video Surveillance, Security
and Access Control
Standards.

Sound Working Knowledge
and experience in application
of Security Based Risk
Assessments and in
particular Risk management
guidelines:

Compliance with Legislation
with respect to State and
National Licensing
Requirements.

Sound working Knowledge of
Open Network Industry
Forum (ONVIF) and its
Application within the
Australian Standards for
Video Surveillance Systems.
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Qualifications / Certifications
and Technical Standards

Mandated:

Risk Assessments

Security, Access, and Video
Surveillance System
Consulting & Installation

Persons Completing Risk
Assessments as defined in
AS/NZS 62676:2020 should
be certified competent in
application Risk
Management Guidelines.

Company to Hold cur
WA Security Agen
License.
ALL Persons
Hold Class 2

Legal/regulatory compliance

k Management Guidelines
Security Risk Management

v1:2007 Intruder alarm systems

t's premises - Design, installation,

issioning and maintenance.

AS 2201.2:2004 Intruder alarm systems—

Monitoring centres.

AS 2201.3:1991 Intruder alarm systems—

Detection devices for internal use

e AS 2201.4:1990 Intruder alarm systems—
Wire-free systems installed in client's
premises.

e AS/NZS 2201.5:2008 Intruder alarm
systems—Alarm transmission systems plus

AS 2201.4-1990/Amdt 1-1990.

NOTE: Updated Standards are to be released
through 2022-2023. Local Government should
check versions prior to tendering.

Attachment 7.2.1

‘ Metadata

Metadata

Closed Circuit
Television

CCTV

Video Surveillance
Systems

VSS

Risk Management
Risk Management
Guidelines
Security Licensing
Security Agent
Security Consultant
Security installer
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X

WALGA
e Understanding of how Australian Communications AS/NZS 62676 series Video S
companies that appear on and Media Authority Systems for use in Securit
Banned Entity List are e All Persons Installing or e AS/NZS 62676-1-1 Vi
zca:f;?’tc;fti?g;ir;r:elanon to ONVIF relocating Cabling Requirements.
) Infrastructure shall be hold e AS/NZS 62676-1-2 Vid
e Experience with working with Australian Communications General Video ; equirements
public utilities and services. and Media Authority e AS/NZS 626 ansmission
E.g., Main Roads WA, Public Licenses E.G Open )
Transport Authority, Power Registration with Protocg uirements.
and Gas Utilities and Local Endorsements. e AS/N 2529video Transmission
Government. P Interoperability implementation
Insurances i
e Coordination and . . and REST services.
management of the Sub- . tPerSO”S providing services S 1BE 62676.2.31:2020 Video
. ; o Local Government shall . ) .
Contractors if required. eillance systems for use in security

have in addition to
¢ Management day to day on- Products/Public Liability
site security and Workplace insurances, Errors a
Health and Safety Principles. Omissions Extensions
works being completéd
Professional
Insurance

lications Live streaming and control based

on web services.

S/NZS IEC 62676.2.32:2020 Video
surveillance systems for use in security
applications Recording control and replay based
on web services.

e AS/NZS 62676-3 Analog and Digital Video
Interfaces. AS/NZS 62676-4 Application
guidelines

e AS/NZS 62676-5 Data specifications and image
quality performance for camera devices.

e Determine the location and
type of underground
services.

¢ Knowledge and experience
in communications
infrastructure and suitability
for Installation environments.

e Ensure consistency in design
and support the vision of t
Local Government Security
Policy and Guideline

rofessional consultant or
ineer in the relevant
discipline who has
appropriate experience and
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e Experience in applying
industry standards and
guidelines. .

e Experience in the use of
software such as Autodesk
or similar.

e Experience in the use of
CCTV 3D Design software. .

e Experience in Generating
relevant Training Materials
including - Creation of
Training Materials, Providing
Onsite Training, Providing
Video Record of Training.

competence in the relevant
field.

Consultants have
demonstrated experience
as having acted as an
Integrator or has been
involved in installing similar
systems.

Contractor to show ongoing
CPD for Installation and
Technical Staff for maintain
currency with latest
developments within
industry.

Contractors Consultants
and Commissioning staff to
have sound knowled
Wired and Wireless
Networks utilising

ompletion. Refresher
ning maximum time of
48 months separation.

Attachment 7.2.1

Access Control
e AS/NZS IEC 60839.1

accg
g A oY~

5 IEC 60839.11.31:2020 Alarm and

C control systems - Core
interoperability protocol based on
Webservices.

r Standards
The Building Code of Australia (BCA).
The Local Electricity Supply Authority
Regulations.
Workplace Health and Safety Electrical
Safety Office Workers' Compensation
Regulator - Work health and safety (WHS)
and Electrical Safety (ES) laws.
AS/ACIFS009 Installation requirements for
customer cabling.
AS/NZS 4801 — OHS Management
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Attachment 7.2.1

Member Engagement
Specific services requested under this Contract may include, but are not limited to:

e Assistance in Determining Required outcomes for all aspects of the Proposed System.
¢ Administration and supervision of Asset and Risk Assessment Process.
e Assistance with determining Grade of System to be installed.

e Assistance with Confirmation of Information Technology requirements.

¢ Formulation of Procurement Documents and Technical Specification based

e Consultation with Local Government Stakeholders, Other Stakeholders;

e Assistance with determining suitability of Equipment and/or Ten
e Assessment of Environmental, Landscaping, and other condi
e Provide necessary direction and clarification of the sco mo

e Documenting compliance with Grant funding applications.

Based Design
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Shire of Northam

Community Safety & Crime
Prevention Plan

Page | 81 of 128




Community Safety Committee Agenda Attachment 7.2.1
21 November 2023

Q
&
K

Page | 82 of 128



Community Safety Committee Agenda Attachment 7.2.1
21 November 2023

1

\TF‘

l. o€ X

Ye a vibrant growing community that is safe,

caring, and inclusive. Over recent years Mg has experienced significant growth with
a number of new private and pu enfts, offering the community several new
and improved experiences includi hoppihg, dining, entertainment, culture, play and

relaxation. With more on off one of the Shire's biggest challenges remains its
perception of safety.

The Shire recognises based strategies are the key to improving Community
Safety outcomes. C afety and crime prevention is a complex issue with multiple
socialand envir fal dr|v simpacting on both actual crime rates and perceived crime.
afety and crime prevention fall outside the control of the Shire
the Shire works in partnership with government, stakeholders, and
er initiafives of the Shire of Northam Community Safety and Crime
partnership approach is viewed by the Shire of Northam as particularly
ffectively with the variety of factors that influence Community Safety.

PURPOSE OF THE PLAN

The Shire of Northam Community Safety and Crime Prevention Plan 2022 — 2026 is a four
year strategic outlook for the Shire that aims to map the issues of primary concern to the
community and document the strategies and partnerships to deal with these issues. This
plan replaces the Shire of Northam Community Safety Plan 2017 — 2021.

The Community Safety and Crime Prevention Plan considers the perception of crime as well

as the actual crime. A safe community is one where community members are able to
COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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am is committed to ensuring continual
improvements to community safety with a remphasis on minimising the occurrence

and opportunity for antisocial and

The Community Safety and
identified within the Shire of

ion Plan relates to the following strategic direction
s Strategic Community Plan 2017 — 2027.

SAFETY & SECURITY: co ty without fear of crime or antisocial behaviour.
OUTCOME: Shiregof Northam residents are able to pursue the fullest life possible
with@ut fear of or hindrance from crime and disorder.
OBJECTIVES:
* Plan and implement strategies to address crime and safety
within the Shire of Northam
* Increase community participation in idenfifying and reporting
of crime
* Increase community awareness and understanding of how fo
prevent crime and improve community safety
* Work with key stakeholders and community groups to plan and
implement community safety and crime prevention initiatives
* Engage with all segments of our population to understand their
challenges and coordinate services to meet those challenges
* Inform community of long term crime trends and comparisons
KEY INDICATOR OF SUCCESS: A confinuous downward trend in crime and antisocial
behaviour, and concern about these issues, as evidenced
by crime statistics and shire community surveys.

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4 2
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THE SHIRE’S ROLE IN COMMUNITY SAFETY

AND CRIME PREVENTION

Local government has an important role to play in ensuring residents feel safe to live a
quality life. The Shire of Northam provides direct service delivery and support within arange
of areas relating to the community’s safety, such as:

Emergency management
Ranger services
Environmental health
Road safety

Risk management
Community health

Crime prevention

The Shire of Northam coordinates a Community Safety e dfat includes
representatives from the Shire of Northam, WA Police, state gov encies, youth
service providers, key stakeholder groups and communi ives. Members of

of crime statistics, community and
practice in local government.
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CRIME STATISTICS

The following WA Police Statistics show the reported offences across the Shire of Northam
over the past 5 years.

Type of Offence 2016-2017 2017-2018 2018-2019 2019-2020 2020-2021
Homicide 0 1 2 0 0
Sexual Offence 27 32 32 123 41
Assault (family) 166 136 122 167 166
Assault (non-family) 90 123 102 99 1
Threatening Behaviour

(family) 15 22 23 39

Threatening Behaviour

(non-family) 43 43 27 36 9
Deprivation of Liberty 3 5 1 3 1
Robbery 7 4 3 1

Dwelling Burglary 244 85 115 5 66
Non-Dwelling Burglary 73 55 49 25
Motor Vehicle Theft 25 19 35 18
Stealing 411 358 3 28 236
Property Damage 383 304 23 42 211
Arson 19 8 12 7
Drug Offences 323 257 2 180 192
Graffifi 28 7 2 17 4
Fraud & Related

Offences 176 55 62 64 71

Breach of Violence
Restraining Orders
Total Offences

111 117 74
1520 1548 1276

The statistics show an overall downward trend in crime over the past 5 years.

The most problematic crime categories within the Shire are assaults (predominantly family
related), burglaries, stealing, property damage and drug offences.

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4 4
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COMMUNITY ENGAGEMENT

In May 2021 the Shire conducted the biennial Community Perceptions Survey to gauge the
opinions of the community about issues that they perceive to be affecting them. The results
of this survey identified safety and crime prevention as the highest community priority.

Markyt Shire of Northam Community Scorecard - priorities identified by the Shire of Northam
Community (in order)

-,‘L.'\-L"" .‘5.,|‘..:_'I':,- and crimea prevention
H Local oads
,;l;r';"‘ Clrestscapes and verges
t rg”g. Economic davelopment
& -
= - Foolpaths, trails and cycleways
= LS
= f SEnoF SeErAcas and cans
e N
. ¥¥°  Festivals, ovents, ant and culturg
l.t |
R snd wislanasns

-
-

Youlh seraces and facil@es

E 2\

Hausmg

To obtain a clearer picture of the co afety and crime prevention concerns a
more detailed and specific community $ rvey was subsequently undertaken during
August and September 2021. The easWed how safe people feel in the Shire of
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Northam and asked for input regarding what could be done to make the Shire of Northam
safer. The survey was promoted through a variety of channels including the Shire website,
social media and community facilities. A total of 119 responses to the Community Safety
and Crime Prevention Survey were received and are summarised below.

What are your 3 biggest community safety concerms
in the Shire of Northame

Ciiher R
Yauth cime I
Arnfasml bahadour I
==

Warndolen l.'ur._'p'-!- i

Family volence I Q
Arsayl
Jhopldimg TR
Foad afety [diver behovour I
——

Alcahol rvloted stuss
Dinpg reloted ssses

Burgizrie: L home infrugions

Handbag thalt

doan' | hgwe any congems

The top three community safety ¢ e |:den’riﬂed as
. Burglaries & home intrusio

. Drug related issues

. Anftisocial behaviour
E o.04%

More people feel safe or somewhat safe, than feel unsafe.

Thaft af posssssnng frar motar vahicins TN
| |
|
:-.L\;\

lov Fdo you feel in the Shire of
Mortham

w Safe

s Sormewhiot Sofe

= M dral

= Somewhal Unsobe

w Unafe

The places where people feel most unsafe are:
. Poorly lit streets at night

. Shopping centre carparks & entries

J Northam CBD

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4 6
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To improve community safety the top suggestions were:

o More police patrols
. Increased lighting
. Increased CCTV

The survey also tried to gauge how safe children and youth, and the elderly and vulnerable
feel within the Shire. The responses indicate that these groups feel slightly more unsafe
than the general population. For children and youth their biggest safety concerns as seen
below are verbal and emotional bullying, physical violence and fights, and intimidation. For
the elderly and vulnerable the biggest concerns are burglaries and home intrusions, and

robberies.
What safety concerns do childre Q
yvouth havein the communit

Other

Theft of personal belongings
Intimidaticn

Cyber bullying

YWerbal and emotional bullying
Fhysical violkence and fights
Cron't howe any safety concer

108 20% 30k 40 S0R &0R 7OR 20K

Whet safgty concerns do the elderly &
le havein the communitye

Hher

[dentity theft
Unzolicited calls
Azenouft
Scamming
Handbag theft
Foblery

Burglaries and home intrusions

| don't hawe any concerns

0% 207 40% 0% 0% 100%

7 COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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UNDERSTANDING THE PLA:

This includes t
relationships ice and key stakeholders.

2,
e Prevention Through Environmental Design (CPTED), infrastructure
ting, footpaths, and improving the perception of crime in an area.
3. ity Education & Awarenss
is about the key messaging and increasing community engagement in
nity safety, such as reporting of crime and target hardening.
4, Addressing or Combatting Anti-social Behaviour

This area focuses on reducing antfisocial behaviour and youth crime and supporting
initiatives that help reduce drug and alochol use in the community.

A series of objectives sit under each of the focus areas. These objectives have been
developed based upon the data and consultation. Each objective has a series of actions
describing the approach the shire will take in pracitical terms to achieve the objective.

The Community Safety & Crime Prevention Action Plan is summarised on the following page.
COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4 8

Page | 90 of 128



Community Safety Committee Agenda Attachment 7.2.1
21 November 2023

AlM: To reduce crime and antisocial behaviour, and concern about these Issues in the Shire of Northam.

9 COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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ACTION PLAN

1. BUILDING PARTNERSHIPS & INTERNAL CAPACITY

OBJECTIVE ACTIONS RESPONSIBILITY STAKEHOLDERS

1.1: Work with | Committee to maintain representation Shire of Northam [ Shire of Northam
WA Police from Shire of Northam Elected Members, | Office of the CEO | Councill

Force & key [Staff, Northam and Wundowie Police & Community

stakeholders | and the most relevant representation Development All of Community
to share in the area of crime prevention and e mittee
knowledge, community safety.

resources, Yearly schedule of committee meetings | Shire of Northam

plan & is established in advance ensuring the Community

implemerﬁ Community Safety Committee meets Development
community at least 4 times per year (quarterly)

safety to monitor the implementation of the

& crime Community Safety & Crime Prevention

prevention Plan 2022 — 2026.

inifiatives The committee is to be informed of
the latest crime stafistics and trends to
ensure they maintain an up to date
understanding of the issues within the WALGA Crime
Shire of Northam and to identify are 0Qef Statistics
concern.

Identify relevant existing net

All of Community
Safety Committee

All of Community

Community Safety Committee
these to collaborate on ac Development
target specific issues

offending).

Where no key
group exists, ide

advisory Shire of Northam | All of Community
takeholders | Community Safety Committee
Development

Shire of Northam [ Shire of Northam
Community Council

in promoting a safe and | Development
ec community All of community

Visitors to the Shire
of Northam
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SAFER PLACES & SPACES

f

Attachment 7.2.1

OBJECTIVE ACTIONS RESPONSIBILITY,
2.1: Reduce | Attend at least one business Shire of
opportunities | focused meeting per year to Northam

for crime promote measures businesses can | Commynity

take to improve their security and
minimise crime related risk.

Promote the registration of
and business CCTV with t
Police Cam-Map initiatige.

rtham Chamber
of Commerce

WA Police Force

Community

WA Police Force

Shire of Northam

Development Information
Technology
Northam
Chamber of Northam Chamber
Commerce of Commerce
Northam &
Wundowie
Police
Prevention Through [ Shire of Shire of Northam
mental Design (CPTED) Northam Development
s within planning and Planning, Services &
velopment process. Engineering & Engineering

Parks & Gardens

Services

Private Developers

& Builders
Implement additional CCTV Shire of Shire of Northam
infrastructure in line with the Shire | Northam ICT ICT & Building
of Northam CCTV Needs Analysis Maintenance
and adopt innovative technology
solutions.
Conduct lighting audit of Shire’s Shire of Shire of Northam
priority public places and spaces | Northam Engineering
(e.g. parks, carparks). Building Services, Building

Maintenance

Maintenance

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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OBJECTIVE

ACTIONS

RESPONSIBILITY

STAKEHOLDERS

2.2: Improve

the community
perception of
crime in the
Shire of Northam

Promote positive
communications across
relevant external platforms
tfo address the negative
perceptions.

Shire of Northam
Community
Development &
Communications

Shire of Northam
Communications

Northam Advertiser

Northam Town Team

Community & Progress
Associations

Promote the importance of
reporting graffifi, its cost to the
community and aim to remove
the graffiti within 5 days of it
being reported or 3 days if it is
offensive.

Shire of Northam
Community
Development,
Communications &
Parks & Gardens

WA Police Force - local
Police & Graffiti Team

Facilitate and support
targeted place activations

and projects across the Shire
based on intelligence fro
Committee.

Reduce the perception
of crime in the are

rs to do the same

ing graffiti within 5 days
of it being reported

Promote and encourage
community participation in
Clean Up Australia Day and
Adopt a Spot Programs.

All of Community
Safety Committee

ire of Northam
rks & Gardens,
Ranger Services
& Community
Development

Shire of Northam
Communications &
Media, Events, Ranger
Services and Parks &
Gardens

All Shire residents

WA Police Force -
Graffiti Team

Northam Share & Care

Avon Valley
Environmental Society

Local volunteer
maintenance groups
such as STRYKA,
Bridgeley

Northam Town Team

Keep Australia Beautiful

Clean Up Australia

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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3. COMMUNITY EDUCATION & AWARENESS
OBJECTIVE ACTIONS RESPONSIBILITY STAKEHOLDER
3.1: Implement annual program of Shire of Northam Shire of Northam
Encourage communications and messaging | Community Communications
community regarding community safety & Development &

participation
& awareness

crime prevention informed by
data and yearly events, such as
a targeted campaign on home
burglary and theft prevention
around the Christmas / New Year
holiday period.

Communications

Northam Advertiser

Espin Capital (El Cabello
Digital Billboard)

WA Police
Police

— local

Provide at least one community
safety & crime prevention forum
in the Spring each year with local
police, Council and Committee
members to listen to the
community issues and concerns
around safety & crime prevention,
answer questions and inform them
of the initiatives of the committee.

Shire of Northam
Community
Development

Northam &
Wundowie P

Actively promote the need for th
reporting of crime and suspicio
activity through Crimestopp
calling 131 444 where assi
is required and other offici
channels rather than
media or not at all.

community members

ommunications

ortham &
Wundowie Police

Shire of Northam
Community
Development, and
Communications

WA Police Force

Crimestoppers WA

Shire of Northam
Community
Development &
Communications

Northam &
Wundowie Police

Shire of Northam
Community
Development, and
Communications

positive perceptions
y groups within the
munity to improve social
sion.

Shire of Northam
Community

Development, &
BKB Coordinator

Nyoongar
Cultural Advisory
Committee

Aboriginal Elders and
community

Nyoongar Cultural
Advisory Committee

Bilya Koort Boodja
Centre

WA Police Force - local
Police

NACHA — Northam
Multicultural Heritage
Festival

13
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OBJECTIVE

ACTIONS

RESPONSIBILITY

3.1:
Encourage
community
participation
& awareness
(CONT.)

Promote the use of the Snap
Send Solve App to report safety
concerns.

Shire of Northam
Community
Development &
Communications

Support local Police to implement
quarterly Coffee with a Cop
sessions at venues throughout the
Shire including those specifically
targeting key groups (e.g. senior
citizens).

Qommunity
Development

WA Police Force -
local Police

Northam Chamber
of Commerce

Senior Citizens

Promote the inclusion S

Groups
Shire of Northam Shire of Northam
Community Events, and

Development & Events

Communications

as the
Show,
Festival or Bilya
based on priority
audience to
community safety and
vention initiatives.

Shire of Northam
Community
Development & Events

Shire of Northam
Events, and
Community
Development

Event Organisers &
Community Groups

WA Police Force -
local Police

Promote the programs that are
being offered by other service
providers and community groups

that offer programs aiding in
community safety and crime
prevention.

Shire of Northam
Community
Development &
Communications

All of Community
Safety Committee

Community Service
Providers

Shire of Northam
Community
Development, and
Communications

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4

Page | 96 of 128

14



Community Safety Committee Agenda Attachment 7.2.1
21 November 2023
OBJECTIVE | ACTIONS RESPONSIBILITY STAKEHOLDERS
3.2: Increase | Provide and promote up Shire of Northam | Shire of Northam Community
awareness | to date home safety and Community Development, and
of home security information and online | Development & | Communications
safety resources via the Shire of Communications

Northam website.

WA Police Force

Develop initiatives in
collaboration with local
Police that increase home
safety awareness and target
hardening for vulnerable
residents.

Shire of Northam
Community
Development

Northam &
Wundowie Police

@,

Shire of Northam Community
Development, and Seniors &
Disability Services

WA Police Force — local
Police

nteer maintenance
proups, e.g. STRYKA,
Bridgeley

Implement a “Get to Know

Your Neighbour” campaign

to encourage neighbourhogd
community connections to
reduce the level of burglaries
and increase awareneSyane
support amongst peighoo

ire ofN¥Orthe
' Co un

Dafelopment

N

Shire of Northam Community
Development, and Events

Residents and ratepayers

=
&
.
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OBJECTIVE

ACTIONS

3.3: Educate
the community
on scams,
identity

theft, cyber
bullying &
online criminal
behaviour

Facilitate the promotion of
tools that provide commuyni
particularly targeting the
protecting themselves agai
and identity theft.

A [RESPONSIBILITY

Attachment 7.2.1

STAKEHOLERS
N Shire of Northam | Shire of Northam
Library Services | Community

Development,
Library, Seniors

& Disability
Services, and
Communications

WA Police Force

Senior Citizens
Groups

Disability Support
Services

nclude a cyber safety information stall at
Back to School event and workshop
art the library to complement existing
school based education on the subject.

Shire of Northam
Recreation &
Youth, & Library

Department of
Education

Shire of Northam
Community
Development

All local primary
schools and high
schools

Department of
Education

Northam PCYC
Avon

Community
Services

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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OBJECTIVE ACTIONS RESPONSIBILITY STAKEHOLDERS

3.4: Improve |Support and enable Shire of Northam | Shire of Northam RoadWise

road safety initiatives of the Northam Engineering Committee, Engineering, Works,

on Shire of RoadWise Committee & Community and Technical Services

Northam fowards the aspirational Development

roads goal of reducing killed and

relevant stakeholders
fo promote safe and
considerate road use.

serious injury road crashes |[RoadWise

in the Shire of Northam. Committee

Partner with local Police, Shire of Northam | Shire of Northam RoadWise
Northam RoadWise and Community Committee, Engineering, Works,

Development,
Communications
& Engineering

Northam &
Wundowie Police

RoadWise
Committee

and Technical Services

WA Police Forcg oelice

Ensure road safety
outcomes are accounted
for in the Council Plan or

Shire of Northam
Office of the C

and fraffic calming
infrastructure.

Public Health Plan. Health
Advocate for Safe System | Shire ofdlor
road safety improvements | Engigge

ofhpam RoadWise

e, Engineering,

, Technical Services, and
mental Health

e of Northam Engineering,

Works, Technical Services, and
Community Development

RoadWise Committee

Main Roads WA

All road users within the Shire of
Northam

5l l-.- -\.I t--:|
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4, ANTISOCIAL BEHAVIOUR

OBJECTIVE ACTIONS RESPONSIBILITY [ STAKEHOLDERS

4.1: Support [Support and Shire of Shire of Northam Community
youth promote initiatives to Northam Development, Recreation &
engagement | increase parental/ Recreation & Youth

to reduce carer responsibility Youth

crime and for ensuring that WA Police - local Police
anti-social their children do Northam PCYC

behaviour not participate in Department for Communities —

antisocial or criminal
behaviour.

Northam &
Wundowie
Police

Child Protection

Department of E

Departm of
Justice

Northa Y
W
ommunity Services
ortham Youth Wellbeing Plan

Wheatbelt District Leadership
Group

Northam PCYC

Bridgeley Youth
Group

Shire of Northam Community
Development, Recreation &
Youth

Wheatbelt District Leadership
Group

WA Police - local Police

Department for Communities —
Child Protection

Department of Education

Department of Justice — Youth
Justice

Northam PCYC
WANSLEA
Avon Community Services

Northam Youth Wellbeing Plan

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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OBJECTIVE ACTIONS RESPONSIBILITY STAKEHOLDERS

4.1: Support [Partner with the Northam Shire of Northam | Shire of Northam
youth Chamber of Commerce to Community Community
engagement | drive the “Keeping Kids in Development Development

to reduce School” program.

crime and Northam Northam Chamber of
anti-social Chamber of Commerce
behaviour Commerce

(CONT) WA Police Force

Retail outle

Integrate and align with the
priority objectives within the
Northam Youth Wellbeing Plan

Northam Youth
Wellbeing Plan
Representative

Shire of Northaga
Recreation &
Youth

ldentify and deliver
collaborative youth diversionary
initiatives across the Shire, suc
as:
e Urban art projects that ¢flake
young people feel
of their community an
contribute positi

being Plan
ommittee

Northam PCYC

Shire of Northam
Recreation & Youth
Services, Community
Development, and
Events

Northam PCYC

Avon Community
Services

Northam Youth

Shire of Northam
Recreation &
Youth

Northam PCYC
Northam  Youth

Wellbeing Plan
Representative

Wellbeing Plan
Committee

Local primary and
secondary schools

WA Police Force
- Youth Crime
Intervention Officers

Promote the Department of
Local Government, Sport &
Cultural Industries Kids Sport
Program and investigate
additional measures to engage
at risk children and youth in
sport.

DLGSC

Shire of Northam
Recreation &
Youth

Shire  of Northam
Recreation & Youth
Services

Department of Local
Government, Sport &
Cultural Industries

18

Seek opportunities for young
people in outlying communities
to access transport to
partficipate in youth eventsin
Northam.

Shire of Northam
Recreation

& Youth, &
Community
Development

Shire  of Northam
Recreation & Youth
Services, Community
Development, and
Events
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awareness of mental health
and suicide prevention, such as
“Turn Up in Blue Day".

OBJECTIVE [ACTIONS RESPONSIBILITY | STAKEHOLDERS
4.2: Support campaigns that Shire of Northam | Shire of Northam
Improve promote alcohol & other Community Community
community [ drugs prevention and harm Development Development
wellbeing minimisation, and raise

Local Drug
Action Group

Holyoake

Local Drug Action
Group

Holyoake

Continue to provide & maintain
secure sharps disposal units in
public places and educate the
community on safe removal
and reporting of needles in
public places (e.g. parks and
playgrounds).

Shire of Northa
Building
Maintenange,

Support and enable the
Shire’s Public Health Plan,
including alcohol & other d
prevention, mental healtig &
suicide prevention.

nvironmental
, Community
elopment, and
Communications

evelopment

Shire of Northam
Environmental Health,
and Community
Development

Holyoake

Wheatbelt Suicide
Prevention Coordinator

Wheatbelt Mental
Health

Local Drug Action

y support the Northam
Accord amongst all
icefised premises fo ensure
sponsible service of alcohol
within Shire of Northam.

Shire of Northam
Community
Development

Group

WA Police - Liquor
Enforcement Unit

Shire of Northam

licensed venues

Promote the Good Sports
Program to local sporting clubs
and associations. Work with clubs
to reduce alcohol consumption.

Shire of
Northam  Club
Development
Officer

Holyoake

Shire of Northam Club
Development Officer
Good Sports

Holyoake
Dept. Local
Government, Sport

and Cultural Industries

COMMS-PL-08-Shire of Northam Community Safety & Crime Prevention Plan 2022-2026_V4
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REVIEWING THE PLAN & MONITORING F

The Shire of Northam Community Safety Committee will have primary responsibility for the
monitoring and review of the plan. The desired outcomes of the plan will be delivered in
partnership with key stakeholders. The outcomes of actions within the plan will be reviewed
and measured annually in line with Councils Corporate Business Plan.

It is to be noted that the plan is a living document and as such additional strategies may
be added, and further stakeholders seconded to assist with the implementation of these
strategies.

operating budget process with external funding for specific projects

FURTHER INFORMATION

For furtherinformation regarding the Shire of Northam Comnamity S@8teMa& Crime Prevention
Plan 2022 — 2026 please contact the Shire of Northam Com Development Officer on
telephone (08) 6608 0234 or email records@northam. @ oy .as

b0 &8 L .'
’* | ,|”,I||;! ll’

Shire of Hartha

T T :mmarce and LIFsREE
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Northam Shire Office

Concept Northam - Network Restructure
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Attachment 7.2.1

Hospital Newcastle RD &
Robinson St Pole

Mt Ommanney Links

=

@ T=°

Riverside Hotel

Point to Point to Northam Police Tower

Peel Tce Chidlow St E Pole
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7.3 Community Safety & Crime Prevention Plan Update

File Reference: 1.3.12.1

Reporting Officer: Jaime Hawkins (Manager Community
Development & Tourism)

Responsible Officer: David Emery (Acting Executive Manager

Community Services)
Officer Declaration of | Nil

Interest:
Voting Requirement: Simple Maijority
Press release to be No

issued:

BRIEF

To update the committee on the Community Safe N e Prevention
Plan actions.

ATTACHMENTS

{attachment-list-do-not-remove} \

A. BACKGROUND / DETAILS

the four focus areas of the Community
022 — 2026.

This Committee Report g
Safety & Crime Preventig

B. CONSIDERATIONS

ction 1.1.1: Advocate for greater visibility by Police and Youth
Officers in known hotspofs.

Priority Action 1.1.2: Provide a program to deliver youth diversionary
initiatives across the Shire on an annual basis.

Priority Action 1.1.3: Develop a program to facilitate and support targeted
place activations and projects across the Shire an annual basis, based on
intelligence from the Community Safety and Crime Prevention
Committee.

Priority Action 1.1.5: Provide communications to our community to
promote safety and crime prevention information, services and programs.
Priority Action 1.1.6: Develop internal service level agreement for the
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management and timely removal of graffiti on council owned assefs.
Priority Action 1.1.7: Provide an annual community safety and crime
prevention forum.

Performance Area: People.

Outcome 1: A safe community.

Objective 1.2: Provide accessible and safe public spaces.
Priority Action 1.2.2: Undertake lighting audits in priority areas.

Performance Area: People.

Outcome 2: A caring and inclusive community.

Objective 2.1: Actively engage with young people to unders d
meet their needs.

Priority Action 2.1.3: Provide Youth Sport Support progr
year to enable at risk youth to participate in multipl

$10,000 per
year.

Performance Area: People.
Outcome 2: A caring and inclusive comm
o,

Objective 2.2: Improve support for vulnei@

who are at risk, seniors, and those with@disabll
Priority Action 2.2.1: Licise with De m of€ommunities to understand
o

local needs for short term crisis ag€co tion, counselling and support
services.

, including people

B.2 Financial / Resource s

There is a 2023/2024 i| Budget allocation of $6,800 for Community
Safety Initiatives

B.3 LegislativefComp e

Nil

B.4 Policy | ications

Nil

Stakeholder Engagement / Consultation
Th been ongoing engagement and consultation with stakeholders
of the Community Safety & Crime Prevention Plan.
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Shire of Northam

eeeeeeee . Commerce and Lifestyle

B.6 Risk Implications
Refer to Risk Matrix here.

Risk Description Rating Mitigation Action
Category (likelihood x
consequence)

Financial Community Safety | Possible (3) x Check budget
Initiatives run over Insignificant regularly and
budget (1) = Low (3) check

expenditure.

Health & Crime rates Possible ommittee &

Safety increase & the plan | Minor (2 hire staff work in
does not improve Mo Close partnership
community safety. with local Police

and other
\ agencies to
implement
targeted
strategies to
reduce crime &
anti-social
behaviour.
Reputation Possible (3) x Cross agency
n aredef public Medium (3)= Community
. Moderate (9) | Safety and Crime
unity Safety committee work
Crime Prevention together to
an is not deemed implement
to improve safety. strategies to
reduce
community crime
and anfi-social
behaviour.

Service Nil Nil Nil

Interruption

Compliance | Nil Nil Nil

Property Nil Nil Nil

Environment | Nil Nil Nil

B.7 Natural Environment Considerations

B, . -

Nil
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C. OFFICER'S COMMENT

Focus Area 1: Building Partnerships & Internal Capacity
e Objective 1.1. Action 3: The Committee is to be informed of the latest
crime statistics and tfrends to ensure they maintain an up to date
understanding of the issues within the Shire of Northam and to identify
areas of concern.
o Shire of Northam crime statistics for July — October 2023 are provided
in the attachment.
o Monthly figures on the reports of crime within the Shire of Nettham
boundaries are compiled and supplied to the Shire b
Local Government Association (WALGA) based on
received from the WA Police. Data excludes fa

assaults.

o Assaults and disorderly conduct offences are the
previous year to date. Transport offenceshav , Alowever as
updated by WA Police representatives a vious Committee
meeting, traffic policing has been a cently, which

may attribute to the increase.

o Anupdate is to provided in Ite . m the Northam & Wundowie
Police Stations.
le®ran

o Objective 1.1. Action 4: |dentify re xisting networking or
advisory groups and conn these to collaborate on activities to
target specific issues (for exa uth offending).

o The Northam Co ellbeing Plan meeting is scheduled
for 29 Novem of the process is to determine the focus of
a new well hich may become a sub-group of this
Commi

o The ham Engagement group held a meeting on 2
November 23 An update will be provided in Item 7.6.

Places & Spaces
FAction 4: Implement additional CCTV infrastructure in line
ire of Northam CCTV Needs Analysis and adopt innovative
technglogy.

o JCCTV Needs Analysis to be presented at ltem 7.2.

Focus Are

Focus Area 3: Community Education & Awareness

e Objective 3.1, Action 1: Implement annual program of communications

and messaging regarding community safety & crime prevention

informed by data and yearly events, such as a targeted campaign on

home burglary and theft prevention around the Christmas / New Year
holiday period.

o There have been no Community Safety Corner articles submitted

to the Northam Advertiser since July due to lack of content and

time capacity of Shire Officers to produce these. Shire Officers are
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seeking input and collaboration from the members of the
Committee to develop the Community Safety Corner each
month, whether this be through volunteers or a designated roster.
The Community Safety Corner article is designed to be an
informative and positive news piece, between 300 — 400 words,
that could cover a range of community safety and wellbeing
topics.

Focus Area 4. Antisocial Behaviour
e Objective 4.2, Action 1: Support campaigns that promotegalcohol &

boration
ntal health,

Bernard Park Northam. The event was a suc

of agencies led by Holyoake, raising awar SS
and providing useful tools for all the communi

COMMITTEE DECISION

Minute No: CSC.112 Q\

That the Committee accepts unity Safety & Crime Prevention Plan
update as provided.

Moved: CIiff Si
Seconded:

CARRIED: 9/0
For: Cr J Wi , @& A Mencshelyi, SSGT M Glynn, C Simpson, A Marshall,

DISCUSSION

Northam Police SSGT Martin Glynn queried how the Police can contribute to
the Community Safety Corner newspaper column.

Presiding Chair Cr Julie Williams, responded to contact the Manager of
Community Development & Tourism, Jaime Hawkins.

Ms Jaime Hawkins, confirmed that an email will be sent fo Committee
members to seek contributions.
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The Chief Executive Officer suggested once the CCTV report is adopted an
article should be included on CCTV.

Presiding Chair Cr Julie Williams stated that at Turn Up in Blue Day the fridge
magnets were very popular and if resources allowed, more should be

:
@*{O
N
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Crime Category Crime Type Jul-23 Aug-23 Sep-23 Oct-23
Arson Cause bushfire 0 1 0 2
Arson Cause damage by fire 0 1 0 2
Arson Other fire related offences 0 0 0 0
Assault Non-family 7 3 10 8
Burglary Dwelling 5 6 2 4
Burglary Non-Dwelling 2 4 5 6
Deprivation of Liberty Deprivation of Liberty 0 0 2 0
Deprivation of Liberty Kidnapping / Child Stealing 0 0 0 0
Disorderly Conduct Disorderly behaviour 1 5 7 2
Disorderly Conduct Disorderly gathering 0 0 0 0
Drug Offences Cultivate or manufacture drugs 1 1 0
Drug Offences Drug dealing 1 0
Drug Offences Drug possession 8 14
Drug Offences Possession of drug paraphernalia 9 7
Drug Offences Other drug offences 0 3 0
Graffiti Graffiti 0 0 0
Homicide Murder 0 0
Liquor Offences Liquor Offences (Licensee) 0 0 0
Liquor Offences Liquor Offences (other) 0 0 0
Offences Against Animals Offences Against Animals 0 0 0
Property Damage Criminal Damage 9 8 9
Property Damage Damage 6 8 14 10
Robbery Business 0 0 0 0
Robbery Non-business 0 0 0 0
Sexual Offences 1 0 0 1
Sexual Offences 0 0 1 1
Stealing 8 2 5 5
Stealing 2 10 2 7
Stealing 15 17 15 14
Stealing 10 5 10 8
Stealing of Motor Vehicle 1 1 1 3
Transport Offences 1 0 0 1
Transport Offences 2 2 0 0
Transport Offepee 4 2 2 1
0 0 1 0

Unsafe Driving 2 1 3 5

Vehicle licence offences 0 2 0 1

Seatbelt/Helmet Offences 2 0 0 0

Transport O Non-vehicle Offences 0 0 0 0
Transport Offences Fail to Assist (Accident) 0 0 1 2
TOTAL (No. of counts) 99 109 123 113
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Year to Date Comparison 2022 - 2023

Attachment 7.3.1

PERCENTAGE

OFFENCE CATEGORY PREVIOUS YTD | CURRENT YTD CHANGE
Arson 5 6 20.0%
Assault (excludes family) 44 28 -36.4%
Burglary 40 34 -15.0%
Deprivation of Liberty 1 2 100.0%
Disorderly Conduct 25 15 -40.0%
Drug Offences 100 105 5.0%
Graffiti 2 -100.0%
Homicide 0 0.0%
Liguor Offences 0
Offences Against
Animals 1
Property Damage 74
Robbery 1
Sexual Offences 4
Stealing 125
Stealing of Motor
Vehicle 3 100.0%

Transport Offences
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DLGSC Regional Officer Emma Draper left meeting atl1:54am.

7.4 Review of Community Safety Actions in Council Plan

File Reference: 1.3.12.1

Reporting Officer: Jaime Hawkins (Manager Community
Development & Tourism)

Responsible Officer: David Emery (Acting Executive Manager

Community Services)
Officer Declaration of | Nil

Interest:
Voting Requirement: Simple Majority
Press release to be No
issued:
BRIEF
To seek input from the Committee on the Co loanegarding:

e Targeted place activations and proje

e Hosting of a ‘Community Safety a ri Prevention Forum’.
To ensure priority actions and their olicogtes céntinue to align with the
community's need and are achie leWwithin the Council Plan timeframes

and budget.

ATTACHMENTS

{attachment-list-do-

These actions were aligned within the ‘Community Safety & Crime Prevention
Plan.’

Officers are seeking input from the Committee to deliver the following
Council Plan priority actions in 2023/24.

1.1.3. Develop a program to facilitate and support targeted place

activations and projects across the Shire on an annual basis, based on
intelligence from the Community Safety and Crime Prevention Committee.
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1.1.7. Provide an annual community safety and crime prevention forum.
B. CONSIDERATIONS

B.1 Strategic Community / Corporate Business Plan
Performance Area: People.

Outcome 1: A safe community.

Objective 1.1: Play our role in promoting a safe and crime free
community.

Priority Action 1.1.3: Develop a program to facilitate and suppo
place activations and projects across the Shire an annual ba$

intelligence from the Community Safety and Crime Preventio
Committee.
Priority Action 1.1.7: Provide an annual community saf d cgme

prevention forum.

B.2 Financial / Resource Implications
There is a Council Budget allocation of $6, r @@mmunity Safety Plan
Initiatives

B.3 Legislative Compliance \
Nil.

B.4 Policy Implications
Nil.
B.5 Stakehol Enga ent / Consultation

Community c@nsultation was undertaken for the development of the
Council PI ommunity Safety & Crime Prevention Plan.

ions
atrix here.

Description Rating Mitigation
(likelihood | Action
X
consequen
ce)

Financial | Implementing these actions | Likely (4) x | Committee to
will place pressure on the Medium (3) | consider and
budget for community safety | = High (12) | priorifise

actions.

Health & | No identifying appropriate Possible (3) | Undertaking

Safety areas for targeted x Minor (2) | engagement
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activations or community =Moderate | at this
need can reduce the (6) committee
successfulness of the overall will assist in
outcome. positive and
successful
outcomes.
Reputatio | N/A N/A N/A
N
Service N/A N/A N/A
Interrupfi
on
Complian | N/A N/A N/A
ce
Property | N/A N/A N/A
Environm | N/A N/A N/A
ent

B.7 Natural Environment Considerations
Nil

C. OFFICER’'S COMMENT

The above-mentioned actions werg,i tified for inclusion in the Council Plan
following community & stake ation. With a current budget of
$6,800 and limited staff time a es, Officers do not believe it is

achievable to deliver on #0Thig s in the current financial year. Input is
% enftify the priorities and feasibility of hosting a

sought from the Commi
Community Safety E

Action 1.1.3 wags includediin the plan based upon the premise that
‘activation’ of I | encourage more people to be in and around that
area and Wik e passive surveillance of anti-social behaviour and could
lead to ease n its occurrence.

Shire@fficer§iseek the following input from the Committee:

e What are the top four areas/locations that are priority for activations?
Examples: Bernard Park, Youth Precinct, Recreation Centre, Village
Green, outer Northam, such as West Northam & Avonvale, and
outlying communities like Wundowie & Bakers Hill.

e What types of activations would the Committee like to focus on within
the program?
Examples: public art, community gardens, play equipment, targeted
activities based around sport and recreation, mental health and
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wellbeing, and for specific groups or ages i.e., youth, early childhood
development activities.

Officers also seek Committee input info whether an annual community safety
forum is still required (Action 1.1.7) or would another method of information
delivery be more suitable?

Previous attempts to hold a forum have been unsuccessful due to scheduling
conflicts with other events, and collaboration with other agencies has not

been successful due to competing priorities, resources and timing.
COMMITTEE DECISION: ;
Minute No: CSC.113
That the Committee suspend the following Standin :
o 8.5 - members to indicate their inten (requirement to

stand); and
o 8.9 - speaking twice.

Moved: Attila Mencshel
Seconded: Elizabeth Hoek

CARRIED: 8/0

For: Cr J Williams, Cr
A Marshall, J Atter

i, SSGT M Glynn, C Simpson,
oek.

Against: Nil

Minute No: €SC.114

That the Committee resume the following Standing Orders:

o 8.5 - members to indicate their intention to speak (requirement to
stand); and
o 8.9 - speaking twice.

Moved: Attila Mencshelyi
Seconded: Elizabeth Hoek
CARRIED: 8/0

Page | 116 of 128 By, . -
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For: Cr J Williams, Cr A Mencshelyi, SSGT M Glynn, C Simpson, A Marshall,
J Atterby, T Lee, E Hoek.

Against: Nil

COMMITTEE DECISION:

Minute No: CSC.115

That the Community Safety Committee provides input at t
meeting on the priority areas/locations and targeted pro
feasibility of delivering a Community Safety & Crime P rum in

future years to guide the Shire’s approach to delivering ese initiatives.

Moved: Mr CIiff Simpson
Seconded: Ms Theresa Lee

CARRIED: 8/0
For: Cr J Williams, Cr A Mencshelyi, SS NAE Simpson,
A Marshall, J Atterby, T Lee, E Hoek.
Against: Nil
DISCUSSION
Youth Agency repfesenta CYC) Ms Jane Atterby suggested that the

Town Teams are viery prodctive and should be contacted.

tative Mrs Elizabeth Hoek suggested creating sub
site, e.g. Avonvale, and this can provide pride and
oke of them being able to receive Quick Response Grants

Senior Ranger Ms Kellee Walters suggested focusing on pinpointing
vulnerable members of the community, such as seniors. Safety Forum for
seniors with buses from Wundowie etc. however avoid Seniors Week when a
lot of other events are happening.

Northam Roadwise Committee representative, Mr Cliff Simpson informed the
Committee about an event he previously organised with the Shire of York. It
was a full day, one off event with RAC, Worksafe, Police, and businesses in
the Shire of York which was very successful. He agreed with the activation of
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suburbs and suggested to give it to residents, such as a street party with
safety component.

Chief Executive Officer stated it was a good idea, however we need to be
cognisant that public funds need to be administered appropriately.

Mr CIliff Simpson suggested giving it to Rotary, Lions, Men's Shed. Those groups
that have the capacity to administer a community grant. He also highlighted
that Road Safety Grants come out in January.

SSGT Martin Glynn said Police are happy to be involved with for g it is
hard to attract the community in the evenings.

Manager Community Development and Tourism Ms Jaim insgcalled for
the Committee to contact her before the meetingin F with ideas and
suggestions.

7.5 2024 Meeting Schedule

File Reference:
Reporting Officer: i andger Community

Responsible Officer: i W ASting Executive Manager

Officer Declaration of
Interest:

Voting Requireme
Press release to
issued:

BRIEF

To determiRe tRe schedule of meetings of the Community Safety & Crime
Preva@mtion Plan for 2024.

ATTACHMENTS

{attachment-list-do-not-remove}

A. BACKGROUND / DETAILS
The Shire of Northam Community Safety & Crime Prevention Plan 2022 - 2026

Objective 1.1, Action 2 is that a schedule of yearly meetings is established in
advance, ensuring that the Committee meets at least 4 fimes per year.
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Meetings generally take place on the third Tuesday of the relevant month,
which was previously aligned to follow immediately after the Roadwise
Committee meeting as a few members sat on both Committees. Due to a
change in the way in which the Roadwise Program is being delivered by the
WA Local Government Association, the Roadwise Committee has been
disbanded. The Shire is currently considering becoming a Roadwise Council
under the new approach.

B. CONSIDERATIONS

B.1 Strategic Community / Corporate Business Plan %Q
i e

Performance Area: People.
Outcome 1: A safe community.

Objective 1.1: Play our role in promoting a safe and

community.

Priority Action: Nil.

Performance Area: People.

Outcome 1: A safe community. \

Objective 1.2: Provide accessiblefon feublic spaces.
Priority Action: Nil.

B.2 Financial / Resource s

There is a budget allo 6,800 for Community Safety Plan
Initiatives.

B.3 Legislative Compliance

Nil.

plications

B.5 Stakeholder Engagement / Consultation
Nil

B.6 Risk Implications
Refer to Risk Matrix here.

Risk Description Rating Mitigation Action
Category (likelihood x
consequence)



https://au.promapp.com/shireofnortham/Documents/Minimode/Permalink?crypto=ENgcaOAod0uO7vigppoMWU

Community Safety Committee Minutes inire

of Northam

21 November 2023 eeeeeeee . Commerce and Lifestyle

Financial There is a small cost | Likely (4) x There is budget
associated with Insignificant provision for the
catering for (1) = Low (4) community safety
committee committee.
meetings

Health & N/A N/A N/A

Safety

Reputation | Meeting at an Possible (3) x Set meeting
unsuitable time will | Medium (3) = | schedule with
result in failure to Moderate (6)
reach the quorum

Service N/A
Interruption

Compliance | N/A
Property N/A
Environment | N/A

B.7 Natural Environment

Nil.

. OFFICER'S COM

It is recommended th@it a quarterly meeting schedule be determined for
2024, with adgi eetings to be held on an as needs basis. Officers will

investi ings to be held outside Northam, as previously suggested
by e Committee.

etingswill be held on the third Tuesday of each month. Meetings would
Cco ce at 1Tam at the venue to be advised, with a light lunch to be

provided, unless otherwise advised.

The proposed meeting schedule is as follows:
e 20 February 2024
e 21 May 2024
e 20 August 2024
e 19 November 2024

Page | 120 of 128 B, " -
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COMMITTEE DECISION:

Minute No: CSC.116

That the Community Safety Committee adopts the following meeting
schedule for 2024:

e 20 February 2024
21 May 2024

e 20 August 2024
e 19 November 2024.
Moved: Ms Jane Atterby @

Seconded: Ms Amanda Marshall

ARRIED: 8/0

For: Cr J Williams, Cr A Mencshelyi, SSGT M Gl Simpson, A Marshall,
J Atterby, T Lee, E Hoek.

Against: Nil \

DISCUSSION:

Question from Presiding Mem Williams asking if going to other
locations in Shire of North to cause a problem for agencies to
attend.

All agencies agregd that | Id be difficult.

Presiding MemBeer i€ Williams sought clarification if additional meetings
can be h e nager Community Development & Tourism responded
they ca ev ere is a requirement for the Shire to promote dates of

meetings 8 Cammittees of Council that are open to the public.

Given dback from the agencies meetings will be kept in Northam.

7.6 Agency Updates

File Reference: 1.3.12.1

Reporting Officer: Alison Quin (Community Development
Administration Officer)

Responsible Officer: David Emery (Acting Executive Manager
Community Services)
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Officer Declaration of | Nil
Interest:
Voting Requirement: Simple Majority
Press release to be No
issued:
BRIEF

To provide an opportunity for staff, and external groups/agencies to discuss
pertinent matters relating to the safety of the local community.

ATTACHMENTS
NIL
{attachment-list-do-not-remove}

A. BACKGROUND / DETAILS

A benefit of committees such as the Com
for external groups to provide an dargyo
opportunities that the local commu isd8cing.

afety Committee is the ability
initiatives, challenges and

Relevant external groups an
discussion related to the area
well as any other progra

iesbmay present pertinent matters of
nity safety and crime prevention, as
ities relating to external groups/agencies.

B. CONSIDERATIONS

B.1 Strate nity / Corporate Business Plan
fe community.
: Play our role in promoting a safe and crime free

Performance Area: People.

Outcome 1: A safe community.

Objective 1.2: Provide accessible and safe public spaces.
Priority Action: Nil.

B.2 Financial / Resource Implications
Nil.

B.3 Legislative Compliance
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Nil.

B.4 Policy Implications

Nil.

B.5 Stakeholder Engagement / Consultation

Nil.

B.6 Risk Implications
Refer to Risk Matrix here.

Risk Description Rating ion
Category (likelihood x
consequence
Financial N/A N/A
Health & N/A N/A
Safety
Reputation | N/A K
Service N/A A N/A
Interruption
Compliance | N/A /A N/A
Property N/A N/A N/A
Environment N/A N/A
B.7 Natura ent Considerations
NIL.
FFIC MMENT
The ng update has been provided by Jessica Daniels from Holyoake

who was an apology for this meeting:

e Older Adults Social Prescribing Event is organised to run on 11
December in Toodyay.

e Northam Local Drug Action Team meetings are not running for the
remainder of the year due to capacity. These will commence in the
New Year and activities will be organized in the first part of the year.

e Northam Community Wellbeing Plan meeting is 29 November. A new
CWP is being developed, so this meeting is in person only.
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e Yirra Koorl is our prevention newsletter, an edition was released in
October, it can be viewed here: Yirra _Koorl - Email Final.pdf
(holyoake.org.au)

e Holyoake is in the process of looking at how we can further roll out
naloxone in the Wheatbelt.

COMMITTEE DECISION:

Minute No: CSC.117

That the Committee suspend the following Standing Orders:
« 8.5 - members to indicate their intention to speak (requir

stand); and

« 8.9 - speaking twice.
Moved: Elizabeth Hoek
Seconded: Attila Mencshelyi
\ CARRIED: 8/0
For: Cr J Williams, Cr A Mencshelyi Glynn, C Simpson, A Marshall,

J Atterby, T Lee, E Hoek.

Against: Nil

COMMITTEE DECISI

Minute No: CSC.118

That the i resume the following Standing Orders:

bers to indicate their intention to speak (requirement to

; and
peaking twice.

Moved: Attila Mencshelyi
Seconded: Elizabeth Hoek
CARRIED: 8/0

For: Cr J Williams, Cr A Mencshelyi, SSGT M Glynn, C Simpson, A Marshall,
J Atterby, T Lee, E Hoek.

Against: Nil
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COMMITTEE DECISION:
Minute No: CSC.119

That the Community Safety Committee endorses the following
recommendation being presented to Council:

That Council receives the agency updates as provided.

For: Cr J Williams, Cr A Mencshelyi, SS N Simpson, A Marshall,
J Atterby, T Lee, E Hoek.

Moved: Elizabeth Hoek
Seconded: Jane Atterby

Against: Nil !:
Northam Roadwise Cor liff Simpson

e WALGARO Ise h@ ade changes to work closer with local
governme
e Northa il iye road safety support five days a quarter.

e@tion and policy may be a focus.

Northam SGT Martin Glynn

. s as usual. Busy time of year.

e Working on District outside Northam on coast.

e Targeting shopliffing and stealing motor vehicles.

e New District Superintendent Gene Pears starting soon.

Youth Agency Representative - PCYC Ms Jane Atterby

e Blue Light Events.
e Bakers Hill Silent Disco, Bakers Hill Christmas Fair, Carols on Fitzgerald
Northam
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e Blue Light Disco Northam Aquatic Centre Friday evening next year.
Ages 10 and up.

e Night Hoops.

e Back to School Event Bernard Park 30 January 2024.

e Limited summer school holiday program working with Liz Osborne from
Shire of Northam.

e 16 Daysin WA BBQ on 11 November.

WA Country Health Service — Wheatbelt Ms Danielle MacTaggart

e Social economic pressure on families
e Masks are being worn in hospitals again due to spike ing& ovid S.

Senior Ranger Ms Kellee Walters

e Swans nested. Two cygnets hatched, one di
e Lastyear's cygnet attacked by dog.
e Increase in dogs roaming. No microchi
coming forward due to impound fee.
rochipping at Muresk on 12

e Muresk Vet Nurse students offering fige
December.
e Rangers are participating in cghnmufity @ngagement with giveaways

and responsible pet ownership | mation.

ilized. Owners not

Department of Education Ms arshall

e Visiting District Hig Al with career paths for Year 10’s.

e Transitioning YeQr ¢ 7.

e Back to Sch acksm§€nhools now apply for amount and delivered to
schools.

ervices Manager Mr David Emery

rtham working with Police to engage children and promote
behaviours. Events with PCYC & agencies Youth Drop in Zone
nuary School holidays.

e Markets, Shop Local day, Movie night, Australia Day preparations.

Northam Chamber of Commerce Ms Theresa Lee

Working towards Carols on Fitgerald.

Shop Local Campaign.

Early stages of planning Wheatbelt Futures Forum 2024 in Northam.
Held AGM Tuesday 14 November.

Received letter from Mia Davies MLA regarding anti-social behaviour
at Village Square Shopping Complex. Letter read to the Committee.
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In response to the letter, Department of Communities (Housing Authority)
representative Ms Christine Franks asked if power points are available for
phone charging and can the Shire look at this.

The Chief Executive Officer responded that we would have to consider
suitable locations as we may encounter pushback from the community. Can
consider in consultation with Police.

Manager Community Development & Tourism will investigate if chgiging
stations are still available at seating in the Avon Mall.

Deputy Presiding Member Cr Attila Mencshelyi

Share & Care are playing a leading role in 16 Days in

Department of Communities — Housing Authority C

Department of Communities 16 Days in WA Workigig,\with Share & Care in

Northam Boulevard Shopping Centre is Tdoy as PCYC.

PCYC's Ms Jane Atterby respondeddbat y happy to look at
combining and will contact Shar and other agencies involved.
8 URGENT BUSINESS BY DECISION

Nil.

Acting Executive Managér Community Services Dave Emery left meeting at
12.44pm

10 ECLARATION OF CLOSURE

There being no further business the Presiding Member, Cr Julie Williams
declared the meeting closed at 12.45pm.
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“I certify that the Minutes of the Community Safety Committee Meeting
held on Tuesday 21 November 2023 have been confirmed as true and
correct record.”

Presiding Member

Dafte
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